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FMABA 1

BBeneHue

[lns nopgaep)kaHus pacTyLLero cnpoca kak Ha BbICOKYO NPOU3BOANTENBHOCTb, Tak U Ha BbICOKYHO
AOCTYMNHOCTb AaHHbIX, COBPEMEHHbIE LLEHTPbl 06paboTkn AaHHbIX TpebyoT GbicTpoe 1 rmbkoe
peLleHne xpaHeHusi. OQHaKko CyLLeCTBYIOLLME peLLUeHNs 3a4acTyo TPYAHO aAMUHUCTPUPOBATL U
ob6cnyxneatb, NN OHW HEAOCTAaTOYHO rMbkune (Hanpumep, nokanbHble RAID-maccuBbl) unu
yepecuyp AoporocTosilme (Hanpumep, CeTU XpaHEeHUs! OaHHbIX).

MporpammHbii KoMmnneke P-XpaHunuiie npegHasHavyeH ang peweHms gaHHbelx npobnem. Ero
MOXHO 3arnyckaTb Ha HeJOpPOrom cTaHa4apTHOM 06opyaoBaHUM 6e3 3HAYMTENbHbIX
NHPPACTPYKTYPHbIX MHBECTULMI. OH Takke NPOCT B pa3BepPTbIBAHUN N pacLLUMPEHUN MO
TpeboBaHuio.

O INK P-Xpanunuwie

MK P-XpaHnunuwe nossonseTt 6bICTPO U nerko npeobpasoBatb HELOPOroe crtaHgapTHoOe
obopyaoBaHue Ans XpaHeHUsa AaHHbIX U ceTeBoe obopyaoBaHMe B 3allMLLEHHOE XpaHUnuLLe
KOpnopaTMBHOIO YPOBHS, Takoe Kak ceTb XpaHeHus aaHHbIX (SAN) n ceteBas cuctema
xpaHeHusa aaHHbiX (NAS).

MK P-XpaHunuwe onTMM1M3npoBaH 451 XpaHeHns 60nblumMx 06bEMOB OaHHbIX, a Takke
obecne4vnBaeT N3bbITOYHOCTb AaHHbIX (C MOMOLLLIO pennMKauumn n n3bbiITOYHOro KOAMPOBAHWS),
BbICOKYHO JOCTYMHOCTb, CAMOBOCCTAHOBIIEHNE AaHHbIX U 00LLee XpaHunumuie.

B MK P-XpaHunuwe nonb3oBaTenbCkne AaHHbIE XPaHATCSA B OPraHM30BaHHbIX Kractepax
cepBepoB B (hopMe hparMeHTOB onpeaeneHHoro pasmepa. [lJaHHble parMeHThbI
aBTOMAaTMYECKN PENSIMLMPYIOTCA U pacnpeaensitoTca Mexay AOCTYNHbIMU cepBepamMu B
Knactepe anst obecneveHms BbICOKOW AOCTYNHOCTM MOSb30BaTENbCKMX AaHHbIX.

MpocTpaHCTBO XpaHunumLia Knactepa MOXHO SKCMopTUPOBaTb Yepes3 TOUKM JOCTyna, Takme Kak
iISCSI unn S3.



YnpaeneHue knactepamu NK P-XpaHunuiie

[NABA 2

YnpaeneHnune knactepamu K P-
XpaHunuuie

Ytobbl npuctynuTb K ynpaeneHuto MK P-XpaHunuiie, BOManTe B NaHernb yrnpaBrieHns B ponu
agMuHUcTpaTtopa (unu cynepagMmMHUCTpaTopa) 1 yaocToBepbTECh, YTO CepBepbl XpaHunuLla
oTobpaxatoTcs Ha akpaHe CepBepbl.

Mepen cosgaHnem knactepos B MK P-XpaHunuwe TpebyeTtca co3naTb BHYTPEHHIOW CETb U CETb
o6Lero nonb3oBaHNA. ATO MOXHO caenaTb NyTeM HAaCTPOWMKM CeTEBbIX MHTEPMENCOB Ha BCEX
cepBepax. Nocne co3gaHna ceTen MOXHO NMPUCTYNUTb K co3gaHunto knactepos MK P-
Xpanunuue.

HacTpounka ceTeBbIX MHTEPAENCOB CepBepa

Kak onucaHo B pasgene NnaHupoBaHue cetu B Pykogodcmee 1o ycmaHoske [1K P-
Bupmyanu3zayus, ona MNK P-Xpanunuwe TpebyeTca ogHa BHYTPEHHASA ceTb ANns Tpaduka
cepBepa 1 ofHa ceTb 0bLlero Nonb3oBaHWsA AN 3KCnopTa NPOCTPAHCTBA XpaHWUNuLa.
Heobxogmmo co3gaTth gaHHbIe CETU MYTEM HA3HAYeHUs1 CETEBLIM MHTepdEencam Ha KaxKoom
cepBepe BEPHbIX CETEBLIX POSEN.

BHumaHue: YTob6bl MMETb BO3MOXHOCTb CO34aTh KMacTep, HY)kHO Ha3Ha4YuUTb CETEBOMY UHTepdeNcy
cepBepa posib XpaHunuiue.

[na HasHadYeHusa ceTeBON PoNn ceTeBOMy MHTEpdency HeobxoaMMO BbINONHUTL crieayoLwme
OencTeuns:.

1 Ha skpaHe CepBepbl LLENKHUTE NO CepBepy, CeTeBble MHTEPdEenChbl KOTOPOro HYXXHO
HacTpoUTb.



YnpasneHnue knactepamu MK P-Xpanunuwe

Cepoeps ®

Q. nowmcxk Nwbon cTatyc~ Mwobasa pones ~
BE3 HASHAYEHWA 3 CKpbITh CepBepbl 683 HasHa4YeHUa ~
172.16.24172 172.16.24.215 172.16.25.203

2 Ha akpaHe o630pa cepepa wenkHute CEThb.

CepBepbl  172.16.24.215 ®

@ QraobogHTE

Aapa N 3arpyzka Ln MENONBICEAHME NAMATH
4 23.03% 35%
12 40
o3y o ] 20
3.68 GB X = e - o
200 500 260 5:00
AVCKN > YTeHuE JaTIMCE
pr— 3.38 MB/s  115MBs 4
L L
175 10PS 22 |0PS
] | E)
o 0
2:00 50 200 5.0
C@b > Nepegaua Mpwem
0 9.27 KB/s 12.33 KB/s
172 an 500
J o L 300
0 0
200 50 200 9:00

3 Buibepute ceTeBo nHTEPGENC U LWenkHUTE BbiOpaTb ponb.



YnpaeneHue knactepamu NK P-XpaHunuwe

CepBepbl  172.16.24.215  CeTb Q)

AWNCKK CETb

Minsa & Cratyc P-agpeca CkopocTb gii’i‘ig 6.6 Letanu

v br1 172.16.24.215/... N/A ¥NpasneHue, S... I& MpOW3B0AMTENEHO...
br0 N/A S5H ‘ Bul6paTh po/b
VLAN-coeguHe... 1Gb/1Gb

4 B naHenu BbibepuTte ponu BbIGepuTe ponu Ansa HasHavyeHust ceTeBoMy UHTepdency (ons
nonyyeHus nogpobHon nHcopmaumm cMm. Ponun ceteBbix MHTepdencoB B Pykogodcmee

o ycmaroeke MK P-Bupmyanu3ayus).

MpumeyaHue: Npn HasHavyeHun ponm iISCSI ceTeBOMy UHTEpPENCY CepBepa BbICOKasi 4OCTYMHOCTb
aBTOMaTUYECKUN BKITHOYAETCS AN BUPTYaribHbIX MaLUWH, KOHTEMHEPOB U Lienen iISCSI Ha gaHHOM
cepBepe. [Ans nony4eHus nogpobHon nHdopmaLmMm o0 BbICOKOW AOCTYNMHOCTU CM. Pykogodcmeo
nonb3oeameris [NK P-Bupmyanu3sayusi.

X BblbepuTte ponu

¥ BHYTpEHHKe
+ YnpasneHwe
v XpaHunwie

+ OBGBLEKTHOE XPaHWAWLLE BHYTP.

v BHelUHWe
+ i5C5I
v 53 BHeL.
+ [MaHenb ynpaeneHwua

+ 55H

Monb30BaTenbCKKe (HacTpouTL)

roToBO

5 Ecnu BaM HyXXHO OTKPbITb OnpeaeneHHble NopThl HA CETEBOM UHTepdence C BHELLHUMN
ponsmu, BbINOMHUTE creayolme AenCTBUSA:

1. LUenkHnTe HacTPOUTb.



YnpaeneHnue knactepamu NK P-XpaHunuwie

X HacTpoiika nonb3oBaTeNbCKUX POseii

34ecbk MOXHO 33JaTk NOPThI, pa3peLlleHHble B No/ib30BaTeNbCKOA

ponu.
AIVER MopT
v  FTPcmd 21
FTP data 20

© /obaeute @ YaanWuTb

roToBo

2. B naHenu HaCTpOﬁKa nonb30oBaTesibCKUX poneﬁl cosfanTe nonb3oBaTesibCKne ponwu:
LLUEeJIKHUTE ﬂ,OGaBMTb N YKaXXUTe MMeHa 1 NopTbl A5NA pornu. Monb3oBaTenbckne ponun
MOXHO MO3>e Ha3Ha4YnTb J'I}O60My ceTeBoOMy VIHTep(*)eVICY B Krnacrtepe.

UToObl yaanuTb Nonb3oBaTeNbCKYO pofb, ybeamTech, YTO OHa He Ha3Ha4yeHa
nHTEpdency, BbibepuTe ee 1 WenkH1Te YaanuTb.

3. WenkHnte FOTOBO ans Bo3epata K naHenn Bbibepute ponu.

6 Bbibepute HyxHble ponu u wenkHnte FOTOBO, 4Tobbl X HAa3HAYUT.

Co3spgaHue knactepa INK P-XpaHunuuie

CospgaHue knactepa NK P-XpaHunuie o3HavaeT co3gaHue knacrepa Ha ogHoMm (nepBom)
cepBepe 1 3aTeM paclumpeHune ero nyteMm gobasneHnsa apyrmx cepBepos.

BaxxHo: YTOObI MMETb BO3MOXHOCTb CO34aTb KIacTep, HYXXHO Ha3Ha4YMTb CETEBOMY MHTEpPdENCY
cepBepa posib XpaHunuiie.

CO3,£I,aHI/Ie KflacTtepa Ha NnepBOM CcepBepe
1 Ha akpaHe CepBepbl LwenkHuTe no cepeepy m3 cnncka BE3 HASHAYEHUA.



YnpaeneHue knactepamu NK P-XpaHunuwe

Q nowmck Noboii cTatyc~ Nwbas pons ~
BE3 HASHAYEHWA 3 CKpbITh CepBepbl 683 Ha3HaYeHUa A
172.16.24.172 172.16.24.215 172.16.25.203

e o e

2 Ha akpaHe 0630pa cepsepa LienkHuTe Co3aaThk Knacrtep.

3 B none Knactep BBeante nms gns knacrepa. ima MoxeT cogepkaTb TONbKO NaTUHCKNE
BykBbl (a-z, A-Z), uncna (0-9), noguepkusanus (“_") n tupe (“-").

X Co3paTb Knactep

Knactep
cluster
WHTepdeic xpaHunnwa

bri - 172.16.24.215 v | ¥

¥ & WndposaHue ﬁ

CO30ATE KNACTEP | | AO0N. HACTPOWKW |

4 YpocTtoBepbTech, YTOObI M3 HMUCnagatoLero cnucka UHTepdenc xpanmnuuwa 6oin BoiGpaH
HaCTPOEHHbIN CeTEBOM MHTEPdENC C PONbio XpaHunuLie.

MpumeyvaHue: Ecnn ceTeBor UHTEPMENC HE BblN HACTPOEH paHee, LENKHUTE MO UKOHKE C
LecTepHen 1 Ha akpaHe HacTpomrka ceTu HacTponTe ponb XpaHunuie Ans CETeBOro uHTepdgenca.

5 T[lpn HEOBXOANMOCTUN MOXHO BKHOUNTL LWIMdpOBaHME AaHHbIX. [ns1 3TOro noctaBbTe
ranoyky Hanpotus WndposaHue. o ymonyaHuio wndpoBaHme GyaeT BKIOYEHO AN1A BCEX
YPOBHEW.

YTo6bI BKNIOYNTL LWMdPOBaHUE AN onpeferieHHbIX YPOBHEN, LWeNKHUTE MO MKOHKE C
LecTepHen, oTkpoeTca naHenb HacTponka wudpoBaHus, roe Bol MOXeTe BbiOpaTh
YPOBHM Ans wndpoBaHus, n 3atem wenkHmte FMOTOBO.
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YnpaeneHnue knactepamu NK P-XpaHunuwie

X HacTtpowka wndpoBaHnAa

v | BKNH4YUTb WWdpoBaHue (AES-256)
+|¥poBeHb 0
v | ¥poBeHb 1
+|¥poBeHb 2

+ YpOBEHE 3

roTOBO

MpumeyaHue: NMo3xe Bbl MOXETE OTKIMHOUNTL LWMPOBaHNE AN HOBbIX CMyX6 dparMeHTOB B
naHenn HACTPOUKMU > PaclumpeHHble HaCTPOWKM.

6 LenkHute CO3OATb KITACTEP nnst aBToMatMyeckoro HasHaveHusi ponen auckam u

cosfaHus knactepa. Take MOXHO Ha3HauNTb PONU KaxXAOMY AMCKY BPYYHYIO, LLENKHYB
AorM. HACTPOUKMU (cm. HazHauyeHune ponen aucka Bpy4Hyto (cTp. 13)).

Mpouecc cosgaHus knactepa MoxHo HabnogaTe B cnncke UCMPABEH Ha akpaHe CepBepbl.
Bpems cosgaHusi 3aBUCUT OT Yncna UCKOB, KOTOPbIE HY>KHO HAacTpouTb. 10 3aBepLUeHnto
aBTOMAaTMYECKOM HaCTPONKM Knactep 6yaeT co3gaH.

OobGaBneHne cepBepoB B KnacTep

Ytobbl nobaBnTb cepBep M3 CnMcKka CepBepoOB, HE BKITHOYEHHbIX B KnacTep, Heobxoanmo
BbINONHUTb CNeayoLne 4ENCTBUSA:

1

Ha akpaHe CepBepbl LienkHuTe no cepeepy n3 cnucka bE3 HABHAYEHUA.

11



YnpaeneHue knactepamu NK P-XpaHunuwe

Q. nowck Mo6oid cTatyc~ Nwban pons ~
BEE3 HASHAYEHIWA 3 CKpLITE cepBepbl 683 HasHaYeHUsa A
172.16.24.172 172.16.25.203 172.16.25.85

WCMPABEH 1

172.16.24.215

Ha akpaHe oG3opa cepBepa LienkHuTe NMpucoeauHUTS.

YpoctoBepbTech, 4ToObI M3 HUCNagatowiero cnucka MHTepdenc xpanmnuiia 6oin BoiIGpaH
HaCTPOEHHbIN CeTEBOM MHTEPdENC C PONbio XpaHunuie.

MpumeyaHue: Ecnn ceteBon nHTEpdeENc He Bbinl HACTPOEH paHee, LENKHUTE MO UKOHKE C
LiecTepHen 1 Ha akpaHe HacTpomrka ceTu HacTponTe ponb XpaHunuile Ans CETeBOro uHTepgenca.

X  TpucoeguHUTb K Knactepy

WHTepdelc XxpaHnnnwla

br0 - 172.16.24.172 v £

NMPUCOEANHNTE K KNACTEPY | | 400N, HACTPOFKW |

4 UenkHute MPUCOEAUHUTD K KITACTEPY ans aBTOMaTM4YeCcKkoro HasHa4yeHus pornen

Avickam 1 fobaBneHus cepeepa K TEeKyLLeMy KracTepy. Takke MOXHO Ha3HauuTb posu
KaxxgoMy aucky BpydHyto, wenkHys AOMN. HACTPOUKU (cm. HazHauyeHue ponein aucka

BpPYUYHyto (CTp. 13))
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YnpaeneHnue knactepamu NK P-XpaHunuwie

HasHauyeHue ponein gucka Bpy4Hyto

Ecnn npn cosgaHmm knactepa nnu gobaeneHmm cepepa B knactep Bbl wenkHynyi JOIM.
HACTPOWKMU, oTobpasmTca cnMcok ANCKOB Ha cepBepe, rae MOXHO BPYYHYI HAa3HaYUTbL ponm
AaHHbIM AMCKaM.

MpumeyaHue: CnMCOK AMCKOB MOXHO Takxke NocMoTpeThb, wwenkHys AIMCKWU Ha skpaHe o630pa
cepsepa.
[nsa HasHaveHusa ponen ANCKOB BPYYHYH HEO6XO04MMO BbINONHUTL Creaylolme AenCTBUS:

1 B naHenu ancoeAMHMTb K Knacrtepy unimu HoBbIn Knacrtep Bbl6epVITe AOUCK U1 OTMETbTEe
ranoykamum HeCKOJ1bKO ANCKOB B CMUCKE U LLEJTKHUTE HaCTpOVITb.

2 Ha skpaHe BbiGpaTb ponb BbibepuTe O4HY U3 criedyrowmx ponen ons aucka:

X BblbpaTb ponb

® XpaHunuLLe K3WMpoOBaHWEe 1 NMpOBEpKa
KOHTPONBHbIX CYMM

BKAKIYUTE MPOBEPKY KOHTROMBHBIX ~
YpOBEHb

¥poeeHb 1 (3awndposaH) v
Be3 HazHaueHun

| roToOBO || OTMEHWTB

e XpaHunuuwe. [nck 6ygeT ncnonb3oBaTbCs ANS XpaHEHUss parMeHTOB 1 3anycka Cryxobl
dparmMeHTOB Ha cepBepe. N3 Hucnagatowero cnicka KawmpoBaHue n npoBepka
KOHTPONbHbIX CyMM BbliGepuTe 0anH U3 NapaMeTpoB:

e Wcnonb3oBaTtb SSD Ans K3WMWPOBaHUA U MPOBEPKN KOHTPONbHbLIX CYyMM (JOCTYMHO
N pekomeHayeTcsa ToNbko Ana SSD-AUCKOoB).

KalwmpoBaHue gaHHbIX ynydwaeT Npon3BoAUTENBHOCTL KracTepa, pasmellas gaHHble C
yacTblM obpalleHnem Ha SSD-guck.

KoHTporbHOe CyMMMpOBaHWE AaHHbIX FeHepupyeT KOHTPOSbHbIE CYMMbI MPU KaXXa0M
N3MeHeHUM JaHHbIX B Knactepe. Npu nocnegytowemM YTeHUN 3TUX AaHHbIX BbIYUCNAETCS
HOBasi KOHTPOSIbHasA CyMMa M CPaBHMBAETCH CO CTApON KOHTPOSIbHOM cyMmMon. Ecnin
KOHTPOMbHbIE CYMMbl OTIANYAOTCH, onepaunsd YTeHUS BbINOMHAETCH 3aHOBO, Taknm
o6pa3som, obecneumBasi BbICOKYH Ha4EXHOCTb U LIEeNOCTHOCTb AaHHbIX.

= Bknouutb NpoBepKy KOHTPOSIbHbLIX CYMM (JlyyLle HaaeXHocTb). KOHTponbHoe
CyMMMpoBaHue gocTtynHo ana SSD- n HDD-gucKoB.

e OTKNH4YUTb NPOBEPKY KOHTPOSIbHbLIX CYMM (JlyYlle NPOU3BOAUTENbHOCTDb).
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YnpaeneHue knactepamu NK P-XpaHunuiie

14

BmecTe ¢ gaHHOM ponblo He06XoaMMO Takke BblbpaTb YPOBEHb M3 HUCMAAAKLLEero cnmcka
YpoBeHb (cM. pa3gen NMoHumaHue ypoBHen xpaHeHUA B Pykosodcmee rno ycmaHoske MK
P-Bupmyanu3sauusi).

MpumeyaHue: Ecnv anck coaepXuT ctapble AaHHble, KOTopble He Bbinn nomelleHbl MK P-
XpaHunuiie, To AaHHbIA OUCK He ByaeT cumMTaTbCs NoaxoaawmmM ans ncnons3osaxus B MK P-
XpaHunuue.

MeTaaaHHble. [luck 6yaeT ncnonb3oBaTbCs AN XpaHEHUS MeTafaHHbIX U 3anycka Crnyobl
MeTafaHHbIX Ha cepBepe.

Kaw. luck 6yaeT ncnonb3oBaTbCs ANs XpaHeHMs kawa. [laHHas ponb NoaxoauT TONbKO Ans
SSD-auckoB. sl KALWMPOBAHUS ONpeaeneHHOro YpoBHS XpaHEeHUsi BbIGepUTe ypoBeHb U3
HMcnagatoLwero cnucka. B npoTuBHOM criydae Bce ypoBHM ByayT K3LLMPOBATLCS.

MeTagaHHble+Kalu. ,D,aHHaFl pPOoInb ABNAETCA COBOKYMNHOCTLIO OBYX pone|7|, OnMncaHHbIX
BblLLE.

Be3 Ha3HauyeHus. Ponu 6yayT yaaneHsl ¢ gucka.

NMpumeyaHus:

1. Ecnu Ha pmnsmyeckom cepBepe eCTb CUCTEMHBIN AUCK 06bemoM Bonee 100B, stomy ancky
MOXXHO JOMNOSIHUTENBHO Ha3HaYMTbL porib MeTagaHHble N Xpanunuuwe. B Takom criyyae y
hn3M4EeCKOro cepBepa MOXeT ObITb Kak MUHMMYM ABa Oucka.

2. Ponb Cuctema+MeTapgaHHbIe pekomeHayeTcs HasdHavyaTb SSD-aucky. HasHauyeHue obenx ponen
HDD-ancKy npuBedeT K CHUKEHWIO MPOU3BOAUTENBHOCTH, U 3TOT ANCK MOXHO OyAeT ncnonb3oBaTb
TONbKO ANS “XonoAaHbIX” 4aHHbIX (Hanpumep, Ansi apXMBUPOBaHMS).

3. Ponb Cucrema Henb3da coBmewath ¢ ponamu Kaw 1 MetagaHHble+Kaw. MNpu ogHoBpeMEHHOM
Ha3Ha4YeHUn JaHHbIX POnern onepauun BBoOA-BbIBOAA ONEPaLMOHHOW CUCTEMbI 1 MPUMOXEHU ByayT
KOHKYpMpOBAaThb C onepauuamMn BBOAa-BbIBOAA, FeHEpUpYeMbIMUY B NPOLIECCE XXYPHANUpPOBaHUS, TEM
cambIM CHWXas NMPOM3BOANTENIBHOCTb CUCTEMBbI.

LWenkHute TOTOBO.

MoBTopuTe Warn 1-3 ansa Kaxgoro gMcka, KoTopblin 6yaeTt ncnonb3obaH B knactepe MK P-
XpaHunuule.

WenkHute CO30ATb KITACTEP vnn MIPUCOEOUWUHUTD K KITACTEPY. Ha skpaHe
UToroBas KoHdUrypaumsa npoBepbTe KONNMYECTBO AUCKOB AN KaXO0W KaTeropmm
KOHpurypaumu.



YnpaeneHnue knactepamu NK P-XpaHunuwie

X Wtorosas KoHUrypaums

CEPBMC METAAAHHbBIX

MeTaflaHHbIe 1
CEPBWC
K3w Ha gucke SSD Kew Ha TOM xe gucke bes k3wa
XPAHWNIALA
YpoBeHb 1 0 1 0

K3l HA AWUCKE S5D

YpoBeHk 0 1

NPOAOITKWTE | OTMEHMTE

6 LenkHute MPOOOJIXUTD. MNpouecc KoHdurypauum gUCKOB MOXHO HabnogaTb B CNUcke
MCMNPABEH Ha akpaHe CepBepbl.

OcBoboOXaeHne cepBepoOB U3 KnacTepa

OcBoboxaeHue cepBepa 03HavyaeT ero yganeHue us knactepa (Hanpumep, gns
obcnyxusaHus). Tak kak Ha cepBepe MOryT ObiTb 3anyLuUeHbl CnyXbbl, Heobxogumble Ans
KnacTepa, HY)XHO BbINONHUTL Creaylolme AenCcTBUSA nepen ero ocBoboxaeHneM, YTobbl
n3bexaTb CHUKEHUSA NPOU3BOAUTENBHOCTY:

1 Ecnu Ha cepBepe 3anyLieHa ogHa 13 Nt HeobxoauMbix CryK6 MeTagaHHbIX, 4obaBbTe
ponb MeTagaHHble gpyromy cepsepy. CnenyeTt yoocToBepuThCs, YTObbI B KnacTepe B
no6oe Bpems Gbiny 3anyLLeHbl KaK MUHUMYM NSATb CNYX0 MeTagaHHbIX.

2 Ecnu Ha cepBepe ecTb TOYKM AOCTyna, yoeamTech, YTo Te e TOYKM [JOCTyna HAacTPOEHbl Ha
ApYyrux cepeepax B Kractepe.

3 Ecnu Ha cepBepe ecTb uenn iSCSI, nepemectuTe Nx Ha Apyron cepsep.

4 Ecnu Ha cepBepe ecTb W3 S3, HacTponTe 3aHoBO DNS gns Todek goctyna S3, 4ToObl
yaanutb cepsep u3 3anuncein DNS. 3aTtem ocBoboaute cepsep 13 S3 B COOTBETCTBYHOLLNX
pasgenax Ha skpaHe CEPBUCHI.

5 YGeauTech, YTO B KnacTepe AOCTATOMHO NPOCTPAHCTBA XpaHUMLa AN pasMeLLeHus
[aHHbIX C 0CBOBOXAEHHOrO cepaepa.
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YnpaeneHue knactepamu NK P-XpaHunuiie

Mocne 3anycka onepawumn 0CBOOOXAEHNS KNacTep Ha4YHET pennuUUMpoBaTh dparMeHTbl
[AaHHbIX, KOTOPbIE XPaHWUIUCb HA OCBOOOXAEHHOM CepBepe, U pacnpenensTe UX Mexay
ApYrumuy cepBepamMmn XxpaHunuila B knactepe. B 3aBucmocT oT o6bema AaHHbIX Ans
pennukaummn, NpoLecc MOXeT 3aHATb 40 HECKONbKMX YacoB.

I'Ipvl HeobX0AMMOCTN MOXHO TaKke 0CBOOOANTb cepBep NpuHyanTerbHO, TO €CTb, 6e3
pennnkaunn.

BHumaHue: MpuHyanTenbHoe 0CBOGOXKAEHME CEPBEPOB MOXKET MPMBECTM K MOTEPE AAHHbIX.

[ns ocBoboXxaeHunsi cepBepa M3 knactepa Heob6XxoaAnMo BbINOMHUTL CreayoLne 4eNcTBUS:

1 Ha akpaHe CepBepbl LLENKHUTE NO CEPBEPY, KOTOPbIV HYXXHO 0CBOBOAUT.
2 Ha skpaHe 0630pa cepBepa wenkHte OcBo60oaUTD.

3 [lpun HeoGxoaumocTn B okHe OcBO6OAUTL CepBep NOCTaBbTE rafiovky HanpoTuB
MpuHyanTenbHO, YTOOLI 0CBOGOANTL CEepBEP NPUHYANTENBHO (HACTOATENBHO HE
pekomeHgyeTcs).

4 LWenkHuTte OA. OcBoboxaeHHbI cepBep nossutcs B cnncke BE3 HASHAYEHUA Ha
akpaHe CepBepbl.

YnaneHue cepBepoB U3 CnUcka HEHa3HAYEHHbIX
cepBepoB
Cepsepbl 13 cnncka BE3 HASHAYEHUA moxHo nonHocTteio yaanutb n3 MK P-Xpanunuie.

BbinonHuTe cnepgyowme genctems: Ha akpaHe CepBepbl BbibepuTe cepep u3 cnncka BE3
HA3HAYEHUA n wenkHnte Yaanutb (3a0bITh).

MonHocTbio yaaneHHble u3 MK P-XpaHunuiie cepBepbl MOXXHO MOBTOPHO J06aBUTb B CIMCOK
BE3 HABHAYEHWUSA aByma cnocobamum:

= [lytem Bxoga Ha cepBep yepe3 SSH 1 BbinonHeHnsa komangbl Zusr/libexec/vstorage-
ui-agent/bin/register-storage-node.sh -m <MP_addr> -t <token>B
KOHconu cepBepa, rae <MP_addr> - 310 IP-agpec KoHTelHepa C NnaHesbo ynpasneHus, a
<token> - 9TO TOKEH, NOMYYEHHbIN B NAHENN ynpaBneHuns.

= [lytem noBTopHOM ycTaHoBku K P-XpaHunuie ¢ Hyns.

YnpasneHune wmndgpoBaHnemM ypoBHeu

MK P-XpaHunuwe MoxeT WwndpoBaTb AaHHbIE, XPaHALLMECS HA OUCKAX, MPY MOMOLLN
anropuTtma wugposaHusa AES-256, Takum obpasom, ecnv aguck yaeT yTepsiH unv ykpageH,
AaHHble Ha HeM OyayT 3awmueHsbl. K P-XpaHunuuwie xpaHuT knoyum wndpoBaHmst 4UCKOB B
MeTaZaHHbIX KnacTepa.
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YnpaeneHnue knactepamu NK P-XpaHunuwie

LLndppoBaHme MOXHO BKITHOUUTb UMW OTKITOYUTE TOMNBKO OS5 TOMNBbKO YTO CO34aHHbIX CNYxX0
dparmeHTOB. [pun BKNOYEHUM LLUIMGDPOBAHNSA YPOBHEN Bbl MOXeETE paclungpoBaTh JUCKM,
BPY4HY0 0cBOGOAMUB MX 13 3aIMdpOBaHHbIX ypoBHEN. COOTBETCTBEHHO, MPOCTO BKMOYMB
LWMdpOBaHUE AN YPOBHSA AUCKA, Bbl HE CMOXeTe 3almnpoBaTh XpaHALWMECS Ha HEM AaHHbIE.
YUTto6bl 3awmndpoBaTh AMCK, HEOOXOAUMO Ha3HAYNUTL €ro 3amnpPoOBaAHHOMY YPOBHIO.

MpumeyaHus:
1. MK P-XpaHunuiie He oCcyLLeCTBASET WNpoBaHNE AaHHbIX, NepeaaloLLNXCs N0 BHYTPEHHEN CETH.

2. BkntoveHune LLII/Id)pOBaHI/IH HEMHOIo CHM>XaeT nNpon3BoaUTESNIbHOCTb.
PacwiunpeHHble

LDAP/AD LN POBAHWE SNMP

| BKAYMTE LWWPpoBaHMe (AES-256)
+| ¥YpoBeHb 0
+| YpoBeHb 1
v| ¥YpoBeHb 2

+ | YpOBEHb 3

COXPAHWUTDL

[nsa BKIOYEHMA UNKU OTKIOYEHNS LUMCOPOBAHMSA YPOBHEN NOCTaBbTE UMM CHUMUTE Franoyku
HaNpoTMB HYXHbIX ypoBHen B naHenn HACTPOUKU > PacwumpeHHble HaCTPONKN U1 LLESNTKHUTE
COXPAHUTb.

YnpaeneHune nonb3doBatenamu NK P-
XpaHunuie

B npouecce ycTaHOBKU NaHenu yrnpaereHus Ha nepebii cepiep B knactepe MK P-XpaHunuwe
no yMOMN4YaHuIo co3faeT YHUKarbHOro agMnMH1cTpaTopa, cynepagMmuHmuctpartopa. MimeHem
nonb3oBaTtens AaHHOW y4eTHOM 3anucn asnsgeTca admin, a naponb ykasbiBaeTcs npu
yCcTaHOBKe. [laHHYI0 YY4eTHY0 3anmMcb HEBO3MOXHO yaanuTb, U ee NpuBUIern Henb3s
n3mMeHuTb. Bo BceM ocTanbHOM cynepagMMHUCTPAToOp He OTNnYaeTca OT y4eTHOM 3anucu,
KOTOpPOW HasHayeHa posrib AgMUHUCTpaTop (T.€. OT aAMUHUCTpaTOpa).
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YnpaeneHue knactepamu NK P-XpaHunuiie

A,D,MVIHVICTpaTOp MOXeT co3aaBaTb y4€THbIEe 3anncn n HasHad4atb UM OAHY U HECKOJ1bKO
pone|7|, nepevncrieHHbIX HNXe:

= AamuHuctpatop. MoxeT NOMHOCTLIO YNpaBNaTb KNacTepoM U Nonb3oBaTensiMu.
e CeTb. MOXeT N3MEHATb CETEBbIE HACTPOWKN U POSIN.

= Knactep. MoxeT co3gaTb Knacrtep, BKIO4aTb CEPBEPDI B KnacTep 1 ynpaenaTb (HasHavaTb
1 oceoboxgaTb) OAMCKaMW.

e iSCSI. MoxeT cosgasatb uenu iSCSI n LUN, a Takke ynpaensiTb UMMU.
= S3. MoxeT co3gatb S3-knactep v ynpasndaTtb UM.

e SSH. MoxeT gobasnate u ygansate SSH-knoumn gna goctyna K cepeepam Knacrepa.

YueTHble 3anncu, KOTOpPbIM HE Ha3Ha4YeHa HY OfiHa POSib, SBNSKOTCS FOCTEBLIMU YYEeTHbLIMU
3anucsiMu. FocT! MMEKT BO3MOXHOCTb MOHUTOPUHIA NPOM3BOANUTENBHOCTU 1 NapameTpoBs MK
P-XpaHunuiue, HO He MOryT MEHSATb Kakue-NnMbo HaCcTPOMKM.

NMpumeyaHue: Bce nonb3oBaTeny MOryT M3MeEHATbL CBOM Naposnv (cMm. YnpaBrieHue y4eTHbIMU
3anucamum (cTp. 19)).

CosagaHne y4eTHbIX 3anmcen

YTto6bl co3gaTth y4ETHYIO 3anucb B NaHeNu ynpaeneHns, Heo6X0AMMO BbINOMHUTL cnegyroLimne
JENCTBUS:

1 Bonagute B naHenb ynpasnieHua B poiin agMUHUCTPpaTopa.

2 Orkpointe akpaH HACTPOMKU > Monb3osaTtenu u wenkHute JOBABUTb
NOJNIb3OBATENA.

3 B naHenu ﬂOﬁaBMTb nonb3oBaTtensd yKaxXute JI0rmH, naporsb U rnpu H806XOD,I/IMOCTVI
onncaHune nosib3oBatesniad B COOTBETCTBYHOLLUMX MOJIAX.
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YnpaeneHnue knactepamu NK P-XpaHunuwie

X [NobaBuTb Nonb3oBaTens

Wims

nons30BaTent @) seniosero

Maponb

OnuncaHre

BbIBEPUTE PONN
ABGW

MoxeT co3faBaTth W yNpaBnaTe Acronis Backup Gateway.

CeTb
Mo¥eT MEHATL CETeBbIe HaCTpOFKb" WM pon.

iSCSI

MOXEeT co3faBaTb M HacTPauBaTb Wenu iSCSI 1 LUN-bL.

S3

MoOXeT Co34aBaTe W HacTpamBaTk Knacrep S3.

AAMWHUCTpaTOP
MOXET BbINONHATE BCE ONEPaLK YNpaBneHKa.

Knactep
MOXEeT co3faBaTb KnacTep, NPUCoeiMHATEL CEPBEpLI K KNnacTepy, a
TdkKAE Ha3Ha4aTk W UCBUGO}K,JJ,aTb ANCKI.

SSH

MoxeT gobaBnsTe M yAaNaTh KNH4YKM SSH Ans gocTyna K cepeepam
Knacrepa.

JOBABUTH

4 BbibepuTe ponu onsa HasHavyeHus ydeTHon 3anvcy u wenkHute JOBABUTD.

YHpaBneHme YYETHbIMU 3alrmcaMm

JTrobon nonb3oBaTenb MOXET U3MEHUTb napoJsib CBOEN yHeTHOVI 3arnuncu, LwenkHyB no NKOHKe
nonb3oBaTesid B BEpPXHEM MpaBOM Yyriy naHenu ynpasrieHnd, a 3atemM N3meHUTb naposb.

AMUHMCTPATOP MOXET co3faBaTh/yaansaTb yY4eTHble 3anucy Apyrix nonb3oBaTtene,
[06aBnATL/yAansaTb Ponv AN HUX, M3MEHSITb MX ONUCAHUS U Naponu (HO Naposb OT y4eTHON
3anucu cynepagMuHMcTpaTopa MOXeT M3MEHUTb TONbKO OH CaM), a Takke BKMYaTb/0TKMYaTh
yyeTHble 3anucu (T.e. paspeluaTb/3anpeLlaTb BXo Nonb3oBaTenisiM B NaHesb ynpasneHus).
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YnpaeneHue knactepamu NK P-XpaHunuwe

[ns ynpaBneHusi y4eTHOM 3an1cbio BOMAUTE B NAHENb YNpaBfeHnsi B ponn agMmnHMCTpaTopa,
oTkponte akpaH HACTPOUKU > Monb3oBartenu, Bbibepute Nonb3oBaTens U3 cnmcka u
wenkHuTe Hactpoutb unu Yaanutb B 3aBMCMMOCTU OT XKenaemoro AeCTBuUS.

X HaCTPOMTb nonb3oBatensd

Vima

nonb3oBaTens1 @) Braouero
MNaponb

RRE IS VI3MEHWTE
onucaHwe

BbIBEPWTE POJIN
ABGW

MoxeT Co3faBaTk W yNPaBnsTe Acronis Backup Gateway.

CeTb
Mo eT MEHATE CETEBLIE HaETpOﬁKM W ponn.

iSCSI

MoxeT co3faBaTte W HACTpanBaTb Lenu iSCSI M LUN-bI.

S3

MoxeT Co3aBaTh W HACTPaMBaTL Knacrep 53.

AOAMWHUCTpaTOp
MoXeT BbiNoNHATE BCE onepadni ynpasneHWA.

Knacrtep
MoxeT cozfgaBaTk KnacTep, NpucoeMHATE CEPBEPLI K KNacTepy, a
TAKX¥E Ha3Ha4aTb W ocaoﬁom,qarh AWCKN.

SSH

MOXKET 40BABNATE W YAANATE KNKYKM SSH ANg A0CTYNa K CEpEEPaM
Knactepa.

roToOBO
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YnpaeneHnue knactepamu NK P-XpaHunuwie

[obaeneHne nonb3oatenen LDAP nnun Active Directory

Bbl moxeTe gobaButb nonb3oBartenen v rpynnel nons3osartenen B MK P-Xpanunuiwe n3 LDAP-
coBmecTMMomn 6a3bl AaHHbIX unu 13 Microsoft Active Directory. [laHHble nonb3oBaTenu oyayT
MMeTb BO3MOXHOCTb BXO4a B NaHeNb yrnpaBneHnsi, UCMorib3ysa CBOM y4YeTHble JaHHble. Habop
AENCTBMI, KOTOPbIN ByaeT AocTyneH aTum nonb3oatenam B MK P-XpaHunuiie, onpeaensaetcs
Ha3Ha4aembiMu ponsmu (cm. YnpaBsneHue nonb3oBatenamm MK P-Xpanunuwe (ctp. 17)).

Ytobbl gobasutb nonb3osatend unu rpynny LDAP (unn AD) B INK P-Xpanunuulie, BbInonHUTE
cnefyowme gencTeus:

1 Ha skpaHe HACTPOMKMU > PaclumpeHHble HacTpoiiKmu nepenante Ha Bknaaky LDAP/AD.

PacwmpeHHbIie

LDAP/AD WINDPOBAHWME SNMP

TN ANPEeKTOPKUK Microsoft Active Directory v
Aapec 10.94.65.2

MopTt 389

NorvH administrator@vstorage.local

Naponb

Mowuck B Base DN de=vstorage,de=local

PACLUIMPEHHBIE

COXPAHUTE

2 Bbibepute LDAP unu Microsoft Active Directory u3 Hucnagatowero cnucka Tun
OUpPEeKTopUMn.

3 YkaxuTe cnegywowme napameTpbl:
= |P-agpec cepsepa LDAP unu koHTponnep gomeHa AD (B none Appec);
« (HeoGszaTenbHO) nopt LDAP (B none MopT);

e OTNUYMTENBHOE MMS NONb3oBaTeNs MAeHTUdUKaUMOHHOW 6a3bl AaHHbIX LDAP (B none
Bind DN) unu AD (B none Jlorun);

= naponb LDAP (B none Maponk bind) unu AD (B none Maponb);
e OTNM4YMTENbHOE UMS ANS HavanbHOM ToYkM noucka (B none Mouck B Base DN);

* (HeobGsA3aTenbHO) gononHuTenbHble napameTpel LDAP nnn AD (B none PacwmpeHHble).
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YnpaeneHue knactepamu NK P-XpaHunuiie

7 B naHenu Ponu Bbl6epl/ITe ponun, KoTopbie 6yﬂ,yT Ha3Ha4eHbl Bbl6paHHbIM noJsib3oBartendam

22

LWenkHnte COXPAHUTDb ansa naeHtndpukaumm B Active Directory nnu Ha cepsepe LDAP.
Ha akpaHe HACTPOWKU > Nonb3oBatenu wenkHute AOBABUTb MONb30BATENEN

LDAP.

B naHenu [lo6aBuTb Nnonb3oBartenen LDAP BLiGepuTe nonb3oBatenen unm rpynnoi
nonb3oBartenen, 4todbl 4obaBnTb ux B MK P-Xpanunuwe, n wenkHnte JOBABUTD.

X [do6baBuTb Nonb3oBaTteneir LDAP

Q. nowck

Tun A &

Administrators
Users

Guests

Print Operators

Backup Operators

AOBABUTL

2rerrerr

nnu rpynnam norn b3oBaTesen.

I'IpumeanMe: Ecnn ponb Ha3Ha4eHa rpynne, To KaXxX4oMy nosib3oBaTterso, BXo4dLllemMmy B Hee,
npenocTtaBfieHbl COOTBETCTBYHOLLUNE NPUBUTIETNI.

WinRMRemoteWMIUs...

OnwvcaHwe

Members of this gr...

Administrators hav...

Users are prevente...

Guests have the sa...

Members can admi...

Backup Operators ...



YnpasneHnue knactepamu MK P-Xpanunuwe

X  Ponwn

ABGW

MOXET CO3LaBaTe W YNPaBnaTe Acronis Backup Gateway.

CeTb
MoxeT MEHATb CeTeBkle HaCTpOﬁKM W ponn.

iSCSI
MOXET CO34aBaTk W HACTPAWBATE LEAW ISCSI 1 LUN-bL.

S3

MOXKET CO3LaEaTE W HACTRAWBATE KnacTep S3.

AgMUHUCTPaTOp
MoxeT BbINONHATL BCE onepauyli ynpaeneHKA.

Knactep
MoxeT co3gaBath Knacrep, NpyucoefMHATE CEPBEPbI K KnacTepy, a
TdK¥e Ha3Ha4aTb W ocsoﬁom,qarh AWNCK.

SSH

MoxXeT 40BaBNATE W YAANATE KUK SSH AN 40CTYNa K CEpESpaM
Knactepa.

AOBABWUTE

8 LUWenkHnte AOBABUTb ons nobasneHns nonb3osatenen B MK P-Xpanunuule.

Q Mownck
Tun  Wma & Ponb £33
& nonb3oBaTens] SSH, OBHoBneHns, CeTsb, Knactep, I...

& root CynepagMuHI1CTpaTop

& Administrators AAMUHWCTPATOP

&ﬁ ACuser1@vstorage.local O6HoBneHws, CeTb, Knacrep, MocTe

®
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YnpaeneHue knactepamu NK P-XpaHunuwe

[lpeoocTaBrieHne root-gocTyna K cepeepam
Knacrtepa 4yepes SSH

B onpeneneHHbIX cUTyaLmsx Bam UM KomaHae TeEXHUYECKOM NOAOEPKKU MOXeT
notpeboBaTbCs root-gocTyn K cepBepam knactepa Yyepe3 SSH. [1nsa npegocTtaBneHuns root-
[OCTyna KO BCEM cepBepaM B Kriactepe HeobXxo4MMO BbIMOMHUTL criedyowme 4encTBus:

1 [Nony4nTb OTKPbITLIM K04 SSH OT KOMaHAbl TEXHUYECKOW MOAAEPXKKN.

2 OtkpbITh 3kpaH HACTPOWMKMU > SSH, wenkHyts AOBABUTb, BBECTM KoY U LLENKHY T
OOBABUTDb KITHO4.

X [o6aBUTb OTKPbITLIA KN4

Koy

ssh-rsa
AAAABINzaCTyc2ZEAAAABIWAAAQEA+zhdf/+fydk v DcDE+gEEXTUILA
BFxvaQnarzqfQeZUzYShdxZuAHmMMQXrZ/uf+yjPgREr|JfoWhwZmekY
kle2APg4Kb3vigSyjfiy7675Fkrhmy G2k QHSENrKELUZM|7YXI/opELz
sUjmpplalilbnAKEyli2+X6Wyvch5GiwjQOPXDOjMWYSQIS9vSql0ssGG
¥XET2WaeRufN/ly|VQ5Kap0BELBMKfHb+AecpwnBhbrOEiHzKEKd8hAx
IcHzHITAGNUJOy/hGULgQyUtdPh)6f77c7iU487elFykxUpksyGHibmm
ROgzxQkY7mSix766tbRzYBAOENXT7pSw== user@localdomain.local

AOBABWTDL KJTHOY

Ecnu root-gocTtyn Gonblue He TpebyeTcsi, MOXXHO YAanuTb Kitod, BblAENMB ero 1 LWenkHyB
Ypanutb.

Pe3epBHOE KONMMpoBaHMe N BOCCTaHOBEHNE
6a3bl JaHHbIX NaHenn ynpaBneHus

MK P-XpaHunuwe xpaHuTt nHdopmaunio o cepepax, CTaTUCTUKY U KoHdurypaumio B 6ase
OaHHbIX BHYTPW KOHTEWHEpa C NaHenblo yrnpaeneHus. PesepBHble konun 6a3bl JaHHbIX
CO3al0TCs aBTOMaTUYECKN KaXabln OeHb.
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YnpaeneHnue knactepamu NK P-XpaHunuwie

YT06bI BHINOMHNATL PE3epBHOE KonMpoBaHue 6asbl AaHHbIX BPYYHYHO, OTKPOMTE dKpaH
HACTPOWUKHU > CepBep ynpaBnenusn > PESEPBHAA KOMWUA n wenkHite CO3OATb
PE3EPBHYHIO KOMNUIO.

PEBEPBHE!H Konuns

CUCTEMA COXPAHAET MHDOPMALIMIO O CEpBEpE, CTATUCTMKY M KOHGKIYRALIMKD B
fia3e JaHHBIX, PE3EPEHbIE KOMWK KOTOPOH COSAZHTCA AETOMATHHECKM.

KaK BOCCTAHOBWTL?

MocnegHs\A KOnNW\ @ Mepurod KONMPOBaHWA
17 Aer 2017, 14:30 ExeaHeBHO

.f MecTo ans pe3epBHbIX KONWIA
/mnt/vstorage/webcp/backup/

CO30ATb PESEPBHYHO KOMWMKO

Mo oKoH4YaHUK pe3epBHOro KonnpoBaHU4 garta B nosie MocnepHsasa konusA 6y/:1,eT oOHoBIEHA.

BoccraHoBneHne 6asbl AaHHbIX NaHeNM ynpaerneHns U3 pe3epBHON
Konum

BocctaHoBuTL 6a3y AaHHbLIX NaHenu ynpaBneHns U3 pe3epBHON KOMUN MOXHO B HOBbIN
KOHTEenHep Ha ntobom cepBepe, K KOTOPOMY MOHTMPOBaH Kractep. B HoOBoM KoHTelHepe byaeT
pa3BepHyTa HOBadA NaHenb ynpaBneHus, n ee 6asa aaHHbIX 6yaeT BOCCTaHOBMEHA 13
yKa3aHHOW pe3epBHON KONUMU.

UTo6bl BOCCTAHOBUTL Hasy, 3anycTute cneayroLmin CKpUMNT, Kak NoOKa3aHo HMXKeE:

# restore-storage-ui-ct -p|--rootpw <CT_root_passwd> -i]--ip <CT_IP_addr> \
[-t]--tarball <backup_tarball>] [-n]--nameserver <NS1>[,<NS2>]]

roe <CT_root_passwd> n <CT_1P_addr> sBnstoTca naporem nosnb3oBaTtens root 1 HoBbIM
IP-agpecomM HOBOro KOHTEWHepa ¢ NnaHesnbio yrnpaeneHus, <backup_tarbal 1> - pesepBHON
konuen 6a3bl AaHHbIX (Hanpumep, /mnt/vstorage/webcp/backup/backup-
20170529122721 .tar), a <NS1> n <NS2> - IP cepBepa UMeH.

Ecnu Bbl He ykaxeTe napameTp ——tarball, KOHTelHep ¢ NnaHenbto ynpaeneHus byaet co3gaH

“c Hynga" (6e3 BoccTaHOBNEHMS Basbl JaHHbIX U3 pe3epBHON Konun). Ecnun Bbl nponycTute
napameTp --nameserver, To B OyayLiem Bbl HE CMOXeTe 0OHOBUTbL NaHeNb ynpaBeHns.
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YnpaeneHue knactepamu NK P-XpaHunuiie

[locTyn Kk cepBepy ynpaBneHna no SSL

Mpun HacTpowke dyHKum MK P-XpaHunuwe Bam moxeT notpeboBaTbCca BBECTU
KOHMAeHUnanbHble AaHHbIe, Hanpumep, y4eTHble AaHHble NOoNb30BaTesis U 3reKTPOHHON
noyThbl, CNyx6bl S3 1 T.n. YT06bI 06ecneunTb 6e3onacHoCTb 0OMeHa A4aHHbIMU C CepBEPOM
yrnpaBneHusi, Bbl MOXXeTe NepekniounTbea Ha npotokon HTTPS cneayowmm obpasom:

1 Ha sknagke HACTPOUKW > Cepiep ynpasnenus > JJOCTYN MO SSL wienkHute
3arpy3uTb.

2 3arpysute ceptudukat SSL 13 JOBEPEHHOMO LeHTpa cepTudmKaumu.
3 LUWenkHnte COXPAHUTD.

3arpyxeHHbIn cepTudmkaT 6yaet nobasneH B KoHUrypauuio Beb-cepeepa ¢ naHesnbio
yrnpaBneHusi, 1 y Bac nosiBUTCA K Hen goctyn no HTTPS.

Bbl Takke MOXeTe CreHepnpoBaTh CaMononucaHHbIn cepTudukaTt, HO B 3TOM Cryyae Bam
nNpuaeTcsl BPYYHYH ero NpuHaTb B CBOEM Bpayaepe.

YnpasneHue nuueHsnamm [NK P-XpaHunuiie

[Ons aktmeBauumn unm odHoBneHust nnueHsun MK P-XpaHunuuie Heobxoanmo BbINOMHUTL
crneaywowimne 0eENCTBUS:

1 Ha akpaHe JlnueH3una wenkHuTe 3aperncTpmpoBaTb Knkou.

3.28 MB 13 1 TB AuMueH3IMpoBaHo MCNons30BaHHOMO NPoOCTPaHcTBa

@ 3aperVcTpUPOBaTE KN

2 B naHenu 3apernctpupoBaTb KN4 BBEAMTE NULEH3MOHHbIN KItod u wenkHnte FOTOBO.

X 3apeructpuvpoBaThb KUy

Kntoy perucrpaumm

I roToBo ” OTMEHWTGL

3 Ha J9KpaHe JInueH3na garta oKoH4YaHUs CpOKa OENCTBUSA NINLEH3UN N NUMNUT Ha
NPOCTPAaHCTBO XpaHuUnuiia naMeHATCA B COOTBETCTBUN C BBEeEHHOWN JIMLIEH3NEN.

LenkHuTe AKTUBUPOBATL.
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FMABA 3

MoHuTopuHr knactepos 1K P-XpaHunuiie

B naHenu ynpaeJieHUA MOXHO CIleuTb 3a Npon3BOaAUTESIbHOCTbIO KaK BCero Kriacrtepa, Tak 1
€ro oTaerbHbIX YacTen.

MOHWUTOPUHT cTaTyca Knacrtepa

MonHasa nHdopmaumsa o knactepe otobpaxaeTtcsa Ha akpaHe knactepa CBOAKA. Ocoboe
BHMMaHWe crnegyeT yaenuTb CTaTycy KnacTtepa, KOTopbl MOXET 6bITb OAHMM U3 CReayroLnx:
< WCIIPABEH. Bce KOMNOHEHTbI KnacTepa akTuBHbI U paboTaloT B HOpMasribHOM pexume.

e HEU3BECTHO. HegoctaTto4yHO MH(bOpMaLmm 0 COCTOSHUM KnacTepa (Hanpuvep, ns3-3a
HeOOCTYMNHOCTK KnacTtepa).

« HOErPAOUPOBAIJL. HekoTopble KOMMNOHEHTbI KracTepa HeaKTUBHbI UNWU HEQOCTYMHbI.
KnacTep nbiTaeTca BOCCTaHOBUTLCS, pennukaumsa AaHHbIX fobaBneHa B odepeab 3a4ay unm
HaxoamTcAa B NpoLiecce BbINOTHEHWS.

e OLWNBKA. BonbLuoe 4ncno cnyxb B Knactepe He ABNAITCA akTUBHbIMU, aBTOMaTU4ecKas
pennukauusa oTknodeHa. Ecnu knactep HaxoauTca B 4aHHOM COCTOSIHUM, HEOBX0AMMO
YyCTpaHWUTb HEMOMNaAKN Ha cepBepax unvm obpatnTbes B Cny0y TEXHNYECKOW NOAAEPXKKN.

MOHUTOPUHI NPOCTPaHCTBAa XpaHUnuLla
Knactepa

Ha akpaHe knactepa CBOOKA MOXHO cneantb 3a UCNofb30BaHMEM NPOCTPaHCTBA
xpaHunuwa. MNMpumep oTobpaxkaemor CTaTUCTUKN BbIrMAaUT crieayowmum obpas3om:



MoHuTopuHr knactepos NK P-XpaHunuie

DU3UYECKOE NPOCTPaHCTBO Jornyeckoe NpocTpaHcTBo

0.9%
3aHATO O%

3aHATO
Mcnonesosado  CEOBOAHO
¥YpoeeHe 0 1% 4.99 GB 605 GB
YpoBeHk | 1% 12068 97.168 Vicnonb3osaHo CBo6ogHO Bcero
CBoAka 6.19 GB 702 GB 4.28 MB 1024 GB 1TB

Ha gByx gnarpammax ®@Pusnyeckoe NnpocTpaHCTBO 1 JlorMmyeckoe NpoCTpaHCTBO
npeactasneHa nHgpopmaumsa 06 Ncnonb3oBaHMM PU3NYECKOro M NTOMMYECKOro NPOCTPaHCTBA
KnacTtepa cCoOTBETCTBEHHO. [lnarpaMmmbl nogpobHO onucaHbl B pasaenax Huxe.

Hdnarpamma ¢omsmnyeckoro npocTpaHcTea

Ha gnarpamme ®usmnyeckoe NpocTPaHCTBO Noka3aHo obLee NPOCTPaHCTBO BCEX AUCKOB,
[OCTYnNHbIX B knactepe. OTobpaxaeTcsa cneaytollas MHopmaums:

e MWUcnonb3oBaHo. [1pocTpaHCTBO, 3aHMMaeMoe BceMU oparMeHTamMm AaHHbIX N UX
pennvkamMu, a Takke NPOCTPaHCTBO, KOTOPOE NCMOMb3yeTcs NS XpaHeHUs NobbIX ApyruxX
AaHHbIX, XpaHALMXCA Ha AMCKax cepBepoB KracTtepa.

= CBo6GogHo. Heuncnonbayemoe NpocTpaHCTBO Ha BCEX ANCKaX CepBepOoB KracTepa.

< Bcero. Obuwee NPOCTPaHCTBO Ha BCEX AMNCKaxX CepBepoOoB KracTtepa.

[narpaMmma norn4eckoro NpocTpaHcTBa

Ha pgnarpamme Jlormyeckoe NpocTpaHCTBO NPeACTaBIEHO BCE MPOCTPAHCTBO, KOTOPOE MOXHO
BbIAENUTb Y UCMONb30BaTb KNnacTepy Anst XpaHEeHUs! NONb30BaTeNbCKUX AaHHbIX.
OTtoGpaxaeTtca cnegytowas MHopmaums:

= Bcero. MakcumarbHbIM pasmep AUCKOBOro NPOCTPaHCTBa, AOCTYMNHOIO COrNacHo SINLEH3UMN.

= MWcnonb3oBaHo. npOCTpaHCTBO, 3aHMMaemMoe UCKIIYNTEeNIbHO NOoJ1b30BAaTESIbCKUMU
AaHHbIMKW. Pennukn n metagaHHble n3bbITOYHOMO KoanpoBaHuUA He YHUTbIBAKOTCA.

< CBobogHo. PasHuua MeXxny AByMA NnpocTtpaHCTBaMiu, ONMMCaHHbIMA BbiLLE.
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MoHuTopuHr knactepos NK P-XpaHunuiue

MoHMMaHWe Norm4yeckoro NPoCTpaHCcTBa

Mpn MOHUTOPUHIE MHpOPMaLMK NO NUCMONb30BaHUIO ANCKOBOIO NPOCTPaHCTBA B KracTepe
Takke cregyeT NOMHUTb, YTO NOrMYeckoe NPOCTPaHCTBO NpeacTaBnseT cobor ob6bem
AVMCKOBOro NPOCTPaHCTBAa, KOTOPOE MOXET ObITb MCMOMb30BAHO AN XpaHEeHUs
NoNb30BaTENbCKUX AaHHbIX B BUAE (hparMeHTOB AaHHbIX U UX pennuk. Korga gaHHoe
NPOCTPAHCTBO 3aKaHYMBaeTCs, B knactep 6onbLue HEBO3MOXHO 3anuncaTtb AaHHbIe.

[na nyywero NoHMMaHusA, KakK BbIYUCIIAETCS NIOrM4eckoe AMCKOBOE NPOCTPAHCTBO, MOXHO
paccMoTpeTb cnegyroLui npumep:

= B knactepe ectb Tpu ancka ¢ ponbto XpaHunuwe. O6bem nepsoro aucka 200 ', o6bem
BToporo — 500 I'b, a TpeTbero — 1 Th.

e Ecnu pexum n3bbITOMHOCTY 3a[aH Ha TPU PEnmvKK, 3HaYUT, AN KaXO0ro parmeHTa
[AaHHbIX JOMKHO XPaHUTLCS MO TPY PEMSINKN Ha TPEX PasHbIX AMUCKAX C Poribio XpaHunuiie.

B aTom npumepe nornyeckn JOCTynHoe OMCcKoBoe npocTpaHcTBo byaeT pasHo 200 MG, 1o ecTb,
OHO paBHO 06bEMY HaMMEHbLLEro Aucka ¢ ponbto XpaHunuule. [JaHHbin pacyeT obbsicHseTcs
TeM, YTO Kaxaas pensnnka AoSMKHa XpaHUTbCS Ha OTAEeNbHOM aucke. Takum obpasom, korga
MECTO Ha HanmeHbLLeM aucke (T.e., 200 'B) 3akoHUMTCA, B Kractepe HEBO3MOXHO byaeT
co34atb HY O4HOWM pPennnKn pparmMeHTa, noka He byaeT nobaBneH HOBbIN OUCK C POSbIO
XpaHunuiie nnm pexmm n3bbITOYHOCTU He ByaeT N3MEeHEH Ha ABe PENnJSINKN.

C pexMMoM U3BbITOYHOCTU Ha ABE PEMSINKM NOTMYECKN JOCTYNHOE ANCKOBOE MPOCTPAHCTBO
6ynet pasHo 700 b, Tak kak 06beM ABYX HaMMeHbLLMX ANCKOB BMecTe paBeH 700 b.

MOHUTOPUHI cTaTyca 1 pennmkauum doparMeHToB

B pasgene ®parmeHTbl Ha 3kpaHe knactepa CBOOAKA MOXHO cneantb 3a COCTOSIHUEM BCEX
dparMeHTOB B KnacTtepe.

B Ta6n|/|u,e HWXe rnpencraBrieHbl BCe BO3MOXHbl€ CTaTyChbl (bpaFMeHTOB.

CocTosiHne Onucanne

I'Ipou,eHTHoe COOTHOLWUEHNe (bpaFMeHTOB, KOTOpble UMET AOCTAaTOYHOE YMCINO aKTUBHbIX

VicnpaBHO
pennuk. HopmanbHoe cocTosiHMe pparMeHTOoB.

lMpoueHTHOe cooTHOLEHUE (bparMeHTOB, BCE PEMMMKN KOTOPbIX HAXOAATCS odhrnaniH.

Mono6Hble hparMeHTbl NOMHOCTLI0 HEAOCTYNHBI ANS KnacTepa: ANs pennukaumn, YTEHUs Unm

3anucu. Bce 3anpochkl k JaHHOMY hparMeHTy 3amMmopaxuBatoTcsi, Moka cepBep pparMeHToB, Ha
HenocTynno KOTOPOM XPaHUTCS pennnka AaHHoro doparMeHTa, He 6yaeT oHnawH.

YUT06bI n3bexatb NoTepu AaHHbIX, HEOOXOAVMO MNPV NEPBON BO3MOXHOCTU BKITIOUYUTL CEpPBEPDI
Knactepa, Haxogswumecs odnaviH.

MpoueHTHOE CooTHOLLEHNE hparMeHTOB, YNCIIO aKTUBHbIX PEMIUK Y KOTOPbIX MEHbLLE
3a4aHHOro MMHUMArbHOro 3HaYeHus. 3anpochkl Ha 3anucb K AaHHOMY dparmeHTy
3aMOPaXMBAIOTCA, NOKa Y Hero He ByaeT xoTsa Obl 3a4aHHOr0 MUHMMAaNbHOIO YACHA PEnuK.

3abnoxuposano  3aMPOChl HA YTEHME K AaHHOMY (DparMeHTy paspeLaroTcs, Tak Kak y Hero elle eCTb HeKOTopoe
4YMCNO aKTUBHbIX pennuk. PparmeHTsbl co ctaTtycom blocked nmetot Gonee BbicOkuiA
npuopuTeT Npun pennukauum, Yem dparmeHTbl co ctatycom degraded.

Hanuune 6J'IOKVIpOBaHHbIX dparMeHTOB B KnacTepe yBenuynBaeT pUCK NOTEPU OaHHbIX,
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MoHuTopuHr knactepos NK P-Xpanunuwe

No3ToMy crieflyeT OTNoXuUTb 0GCrnykmBaHve paboTaloLLMx cepBepoB krnacTepa 1 npv nepeoii
BO3MOXHOCTU BKMIOUUTL CEPBEPBI, HAXoasLmecs odnaiH

[MpoueHTHOE COOTHOLLEHNE (PparMeHTOB, YNCIIO aKTUBHBIX PEMMNK Y KOTOPbIX MEHbLLE
HerpanpoBasio  HOpMarbHOro 3Ha4YeHUd, HO paBHO UMK Oornblue 3a4aHHOr0 MUMHUMAIbHOMO 3HAYEHUS.
MopoGHble dparMeHTbl 4OCTYMHbI A5 YTEHUS WX 3arnucu.

MoHuTOpUHI cnyx6 Knacrtepa

B pasnene CepBuchbl Ha akpaHe knactepa CBOOKA mMoxHO cneguTb 3a ABYyMS TUNamu Cnyxo:

e CepBuUc MeTagaHHbIX. Heobxoanmo obecneumntb, YTOObI B kKnactepe Obifo 04HOBPEMEHHO
3anyLeHo naTb cryxo.

b CepBVIC XpaHEHUA. C NMOMOLLIbIO AaHHOW anarpamMmmbl MOXKHO TakKXKe crneunTb 3a BCEMU
ANCKaMu C porbio XpaHI/IJ'II/ILLI,e.

Mpvmep oTobpaxkaemol CTaTUCTUKM BbIrMSAMT crieayrowmm obpasom:

CepBWChl

CepBWC XpaHeHUa: 513 5

=1

m

.

14:00 13:00 0:00

uwl

-00 10:00

CepBuyC MeTagaHHbIX: 4 13 4

| . :l

14:00 13:00 0:00

[

:00 10:00

Ecnun cnyxGbl He HaxoasaTca B cocTosiHun heal thy HekoTopoe Bpems, 3T Nepuoabl BpeMEHU
Ha anarpamme 6yayT BblaeneHbl KpacHbIM LIBETOM.

MoHUTOPUHT onepauur BBoAa-BbIBOAA Knactepa

Ha gnarpammax YteHume 1 3anucb Ha akpaHe knactepa CBOOKA MOXHO NOCMOTPETb UCTOPUIO
onepauui BBoga-BbiBoga knacrepa. lNpumep otobpakaeMon CTaTUCTUKN BbIrsSanT
cnegyowmnm obpasom:
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MoHuTopuHr knactepos NK P-XpaHunuie

YreHue

0 B/s

14:00 13:00 0:00 5:00 10:00

0 10PS

14:00 13:00 0:00 5:00 10:00

120

&0

30

3anucb

0B/s

14:00 19:00 0:00 5:00 10:00

14:00 18:00 0:00 5:00 10:00

CpenHee 3Ha4yeHVe TeKyLLero BBoaa BblBoAa knacrepa 3a nocnegHvel0 cekyHn nokasaHo B
Buae:

CKOpPOCTM onepaunmi YTeHns u 3anucu, B 6antax B cekyHay (B/s).

yncna onepaunin YteHms u 3anucu B cekyHay (IOPS).

MoHuTtopuHr knactepos K P-XpaHunuuie
yepe3 SNMP

Bbl MoXeTe npocMaTpuBaTtb 06bEKTHI KnacTepa C MOMOLLbIO MPOCTOro NPOTOKOMa CETEBOrO
ynpasnenunsa (SNMP). Mpu moHuTOpMHre cobntogaroTes Te xe npasuna Structure of
Management Information (SMI), 4To 1 gaHHble B cTaHgapTHOM KoHTekcTe SNMP: cTpykTypa

06bEKTOB UMeeT BUA AepeBa; Kaxabln naeHTUdMKaunoHHbIn Homep obbekTa (OID) siBnsieTcs

Ha60pOM uenbiX Yncer, COOTBETCTBYHOLWMNX BepLlUMHaM aepeBa U pasfgesieHHblIX TOYKaMW.

O6was nHbopmauus:

OID kopHeBoro nogaepeea co BCeMn 06beKTaMn, KOTOPbLIE MOXXHO KOHTPONMPOBATb,

1.3.6.1.4.1.8072.161.1.

[na MoHUTOpKHra 06bLEKTOB HyeH dhann nHdopmMaumoHHom 6asel VSTORAGE-MIB . txt.

®dann MOXHO 3arpy3nTb No cnegyoLLen Ceblrike:
http://<management_panel 1P>:8888/api/v2/snmp/mibs/VSTORAGE-MIB _txt.

B nogpasgenax Hke onucaHbl Cnocobbl BKMOYEHUS U Ucnonb3oBaHus SNMP ons
MOHMUTOpPMHIra OOLEKTOB KracTepa.
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MoHuTopuHr knactepos NK P-Xpanunuwe

BkritoueHne SNMP-goctyna

YT106bl MMETb BO3MOXHOCTb MOHUTOPUHIra 0GBLEKTOB KnacTepa, Heobxoaumo BkNUYNTL SNMP-
[OCTyn Ha cepBepe. [ns 3Toro B NaHenu ynpaeneHns BbINOSIHUTE criefytoLne OeicTBUS:

1 Ha sknagke HACTPOWUKMU > PaclumnpeHHble HacTpoyku > SNMP noctasbTe ranouky
HanpoTus Bknountb SNMP Ha cepBepe ynpaBneHus. 3To JeNCTBME NO3BOMUT BaLLen
cucteme ynpaeneHusa ceTbto (SNMP-MOHUTOPY) MMETb AOCTYN K Knactepy yepe3 SNMP-
NpoTOKON K NopTy 161 cepeepa ynpasneHus.

PacwupeHHsle

LDAP/AD LWNDPOBAHWE SNMP

+| BKniounTe SNMP Ha cepeepe ynpasneHus
SMMP Ha cepBepe ynpaeneHWa JOCTyNeH Ha nopTty 161
Paiin MIB MOXeT BbITk 3arpyeH 30eck
LllabnoH Zabbix MoxeT BbITb 3arpyeH 34eck

+ MOCBINATE NOBYLWKW SNMP 3TOR CUCTEME YNPABNEHNA CETEHD

IP-agpec 10.250.14.17
MopTt 162
MMa rpynnel public

‘ TECTOBASA NOBYLLIKA

COXPAHWTL

2 LllenkHuTe No COOTBETCTBYIOLLEN CCbifKe, YTObbl 3arpy3antb MIB-cain n yctaHoBUTb ero
ans sawero SNMP-moHuTOpa.

3 [lpu HeoGxoaumocTn HacTponTe, YTobbl MK P-Xpanunuiwe otnpasnsano SNMP-A0ByLUKKM K
Bawemy SNMP-mMoHuTOpY. [1na aTOro BuINONHUTE crneaylowime 4encTBUS:

1. lMocTtaBbTe ranoyky HanpoTue MocbinaTtb noBywku SNMP 3aTon cucrteme ynpaBneHus
ceTblo.

2. Ykaxwute IP-agpec cuctemsl (B none IP-agpec) 1 npn He06XoANMOCTN N3MEHUTE
CcTaHgapTHbIN NOPT 1 M4 rpynnbl (B nongax Mopt 1 Umsa rpynnbi).

3. lMpwn HeobxogmmocTu wenkHute TECTOBASA JIOBYLUKA ansa TectMpoBaHus cryxobi.

4 LlWenkHnte COXPAHUTD, 4TOGLI NPUMEHUTL N3MEHEHMS.
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MoHuTopuHr knactepos NK P-XpaHunuiue

Hoctyn k obbekTam MK P-Xpanunuwe yepes SNMP

Bbl MoxeTe o6pallatbes k o6bektam NK P-XpaHunuviwe ¢ nomMoLLbio Nio6oro MHCTpyMeHTa
SNMP Ha Baw BeiGop (Hanpumep, ¢ nomoLlbto 6ecnnaTtHoro naketa Net-SNMP gns Linux).

UTo0bl 0TOOpa3nTb MHpOpMALMIO O KracTepe Ha cepBepe C NaHesbio ynpasieHusl, NOMecTnTe
MIB-dann B gupektoputo /usr/share/snmp/mibs u BbinonHute komaHgy snmpwalk.
Hanpumep:

# snmpwalk -M /usr/share/snmp/mibs -m VSTORAGE-MIB -v 2c -c public localhost:161
VSTORAGE-MIB:cluster

TvnuyHbIM BbIBOAOM ByaET:

VSTORAGE-MIB: :clusterName.0 = STRING: "clusterl"
VSTORAGE-MIB: :healthStatus.0 = STRING: "healthy"
VSTORAGE-MIB: :usedSpace.0 = Counter64: 173732322
VSTORAGE-MIB: : totalSpace.0 = Counter64: 1337665179648
VSTORAGE-MIB: : freeSpace.0 = Counter64: 1318963253248
VSTORAGE-MIB: : licenseStatus.0 = STRING: "unknown'
VSTORAGE-MIB: : licenseCapacity.0 = Counter64: 1099511627776
VSTORAGE-MIB: : licenseExpirationStatus.0 = STRING: "None"
VSTORAGE-MIB: : 10ReadOpS.0 = Counter64: 0O
VSTORAGE-MIB: : ioWriteOpS.0 = Counter64: 0O

VSTORAGE-MIB: :1oReads.0 = Counter64: 0O

VSTORAGE-MIB: :ioWrites.0 = Counter64: 0O

VSTORAGE-MIB: :csActive .0 Counter64: 11

VSTORAGE-MIB: :csTotal .0 = Counter64: 11

VSTORAGE-MIB: :mdsAvail .0 = Counter64: 4

VSTORAGE-MIB: :mdsTotal .0 = Counter64: 4

< >

MpocnywmBaHne SNMP-nosyLuek

YT06bI HayaTb npocnywmeaHne SNMP-noByLUEK, HY>KHO BbIMOMHUTL Creayolme AeACTBUS:

1 HactpownTte gemoH snmptrapd, 4To6bl SNMP-noBYLKM perMcTpnpoBaninch B XXypHarne,
MOTN BbI3bIBaTb UCMOMHAEMbIE AENCTBUA U NepeckinaTh AaHHble Ana ceTu. [Anga atoro
aobasbTe cnegytoLyto cTpoky community public B dann Zetc/snmp/snmptrapd.conf:

authCommunity log,execute,net public

2 3anyctute 4EMOH u ykaxute MIB-cann:
# snmptrapd -M /usr/share/snmp/mibs -m VSTORAGE-MIB -n -f -Lf /tmp/traps.-log

3 OrtnpaebTe TecToBylo NoByLuKy Ha Bknagke HACTPOWUKU > PacluMpeHHbIe HacTPOMKu >
SNMP B naHenu ynpasneHus.

4 TlocmoTtpuTte hann xxypHana:

# tail -f /tmp/traps.log
2017-04-23 02:48:18 UDP: [127.0.0.1]:58266->[127.0.0.1]:162 [UDP: \
[127.0.0.1]:58266->[127.0.0.1]:162]:

SNMPv2-SMI::mib-2.1.3.0 = Timeticks: (1687405) 4:41:14.05 \
SNMPv2-SMI : :snmpModules_-1.1.4.1.0 = OID: VSTORAGE-MIB::generalAlert \
VSTORAGE-MIB: :trapType = STRING: Test Case VSTORAGE-MIB: :trapMsg = \

STRING: This Is Text Message to end-user \
VSTORAGE-MIB: :trapPriority = Counter64: 1

TecToBas nosyLka cuutaetca generalAlert.
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MoHuTopuHr knactepos NK P-Xpanunuwe

MOHUTOPUHI KITaCTepoB C NOMOLLbIO Zabbix

[ns HacTponkn MOHUTOPUHIa KnacTepa B Zabbix BbINonHUTE cneayowimne oencTeus:

1 Ha sknagke HACTPOUKMU > PaclumnpeHHble HacTpouku > SNMP wenkHuTe no
COOTBETCTBYIOLLIEN CCbIfIKE, YTODObI 3arpy3unTb WabnoH ans Zabbix.

Mpumeyanue: LLlabnoH coBmecTnm ¢ Zabbix 3.x.

2 B Zabbix wenkHnte Configuration > Templates > Import n Browse.

Importfile ||| Browse.. || vstorage xml
Pules Update existing Create new Delete missing
Groups v
Hosts

Templates v

N

Template screens
Template linkage
Applications
ltems

Discovery rules
Triggers

Graphs

NN NNy s

Y NN K

Web scenarios
Screens

Maps

Images

Walue mappings v

3 Hangure wabnoH, BbibepuTe ero u wenkHute Import.

4 lWenkHute Configuration > Hosts > Create host.
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MoHuTopuHr knactepos NK P-XpaHunuiue

Hostname | managementnode hostname
Visible name | Storage Cluster

Groups In groups Other groups
Discovered hosts
Hypervisors
Linux servers
Templates

Virtual machines
Zabhix senvers

Few group | vstorage

Agentinterfaces  |p address DNS name Connectto Port Default

SHMF interfaces
10.25014.15 “ DNS || 161 .

~Use bulk requests

JMX interfaces

IPMI interfaces

Cescription

Monitored by proxy | (no proxy) j

Enabled W

Ha Bknagke Host BbINnonHUTe cneayowme AencTBUS:

1. YkaxuTe umsa xocta cepsepa ynpasneHus (B none Host name) n nwvs, kotopoe 6yaet
oTobpaxartbcs B Zabbix (B none Visible name).

Ykaxute vstorage B norne New group.
Ypanute (wenkHyB Remove) cekuuio Agent Interfaces.

Hob6aebTe (WenkHyB Add) cekuunto SNMP interfaces n ykaxunTte IP-agpec cepBepa
yrnpaBneHns B COOTBETCTBYHOLLEM MOfIEe.

Ha Bknagke Templates wenkHute Select pagom ¢ nonem Link new templates.

B okHe Zabbix Server: Templates nocrtaebTe rano4vky Hanpotme wabnoHa Template
VStorageSNMP u wenkHuTe Select.
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MonuTopuHr knactepos MK P-XpaHunuiie

Zabbix Server: Templates - Mozilla Fi... - o x

‘ )] | 127.0.0.1/zabbix/popup.php?srctbl=templa | Eﬂ! hd

[] Template SHMP Device

|l Template SHMP Disks

|l Template SHMP Generic

] Template SHIMP Interfaces
] Template SMMP OS Linux

|l Template SHMP 05 Windows
] Template SMNMP Processors
[ Template Virt Vilware

| Template Virt Vidware Guest

|l Template Virt Vilware Hypervisor

8 BepHyBLwUCh Ha BKNagky Templates, wenkHute no ceobiike Add B cekumm Link new
templates. LLa6noH VStorageSNMP nosasutca B rpynne Linked templates.

Linked templates  |jame Action

Link new templates

Template VStorageSHKMP % Select

type here to search

9 T[locne HacTponkn xocTa n gobaBneHns ero wWabnoHa wenkHuTe no kHonke Add.

Linked templates  jame Action
Template VStorageSHMP Lnlink

Link new templates
type here to search Select

Add

oy ]
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MoHuTopuHr knactepos NK P-XpaHunuiue

B TeueHne Heckonbkmux MUHYT sprblk SNMP B konoHke Availability Ha akpaHe Configuration >
Hosts cTtaHeT 3eneHoro useTa.

Iame a Applications ltems Triggers Graphs Discovery  Web Interface Templates Status Bvailability Agent encryption  Info

st BICRIGNAN o |

Cluster Applications 2 Items 32 Triggers 7 Graphs 3 Discovery2 Web 10.250.14.15: VWStorageSHMP  Enal
161

[ns MoHUTOpWHIra napaMeTpoB KracTepa OTKporTe akpaH Monitoring > Latest data, 3aganTte
ana punbTpa Host groups 3HayeHne vstorage v wenkHute Apply.

Bbl MOXeTe cos3gaBaTtbh rpaduku NponsBoaANTENBHOCTU Ha Bknagke Configuration > Hosts >
<knacmep> > Graphs n paboyee npocTpaHCTBO AN HUX Ha BKNagke Monitoring > Screens.

OnucaHne 0ObEeKTOB 1 NOBYLLEK KracTepa

B Tabnuue Huxe nepeyncneHbl 06beKTbl, OTHOCSLLMECS K KNacTepy, KOTOpble Bbl MOXeTe
npocmaTpusaThb:

O6bekT Onucanve

VSTORAGE-MIB:cluster O6Lwasn nHgopmaums o knacrtepe.
VSTORAGE-MIB:csStatTable Tabnuvua cTaTUCTMYECKMX OaHHbIX O cepBepax oparMeHTOB.
VSTORAGE-MIB:mdsStatTable Tabnuua CcTaTMCTUYECKUX OAHHBIX O cepBepax MeTadaHHbIX.
VSTORAGE-MIB::clusterName Mmsa knactepa.

VSTORAGE-MIB::healthStatus CocTosiHue paboTocnocobHOCTH knacTepa.

MpocTpaHcTBO, 3aHMMaeMoe BCceMy coparMeHTammn AaHHbIX U UX
VSTORAGE-MIB::usedSpace pennukamu, a Takke NpoCTPaHCTBO, KOTOPOE 3aHMMaIOT BCe OCTallbHble
OaHHble, XpaHsALLMecs Ha AncKax cepBepoB KracTtepa.

VSTORAGE-MIB::totalSpace OOLee NpoCTPaHCTBO Ha BCEX AMCKax CepBepoOB KnacTepa.
VSTORAGE-MIB::freeSpace Heuncnonb3yemoe npocTpaHCTBO Ha BCeX AMCKax CepBepoB KracTepa.
VSTORAGE-MIB::licenseStatus CraTtyc nuueH3uu.

MakcumanbHO OOCTYMHbIN 06beM OUCKOBOrO NPOCTpPaHCTBAa,

VSTORAGE-MIB::licenseCapacity ONPEENEHHbIA NALEHINGI

VSTORAGE-

. - CraTtyc ncteyeHuns cpoka AencTBmS NTMLEH3UN.
MIB::licenseExpirationStatus y P a H

VSTORAGE-MIB::ioReadOpS TekyLlasn cKOpoCTb YTEHUs, B onepauunsx B CekyHay.
VSTORAGE-MIB::ioWriteOpS TekyLlasa ckopoCTb 3an1cu, B onepaunsax B CEKyHay.
VSTORAGE-MIB::ioReads TekyLasn CKOpoCTb YTeHMs, B baiTax B CeKyHay.
VSTORAGE-MIB::ioWrites TekyLasn ckopoCTb 3anucu, B 6anTax B CEKyHAY.
VSTORAGE-MIB::csActive KonunyecTBo akTuBHbLIX cepBepoB hparMeHTOB.
VSTORAGE-MIB::csTotal OOLee KonM4ecTBO cepBeEPOB hparMeHTOB.
VSTORAGE-MIB::mdsAvail KonnyecTBo 3anyLleHHbIX CepBepoB MeTadaHHbIX.
VSTORAGE-MIB::mdsTotal O6LLee KONMYECTBO CEPBEPOB MeTaaHHbIX.
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MoHuTopuHr knactepos NK P-XpaHunuie

B Tabnuue Hwxke nepeyncrneHbl 06bEKTbI, OTHOCALLMECS K CepBepy (hparMeHTOB, KOTOPbIE Bbl
MOXXeTe npocMaTpuBaTh:

O6bekT OnucaHve
VSTORAGE-MIB::csld MaoeHTudumkaTop cepepa hparMeHTOB.
VSTORAGE-MIB::csStatus Tekywun ctaTyc cepsepa (pparmMeHToB.

TekyLas CKOpOCTb YTEHUS cepBepa hparMeHToB, B onepaumsix B

VSTORAGE-MIB::csloReadOpS
CeKyHAay.

TekyLasa ckopocTb 3anncu cepepa parMeHToB, B onepaumsx B

VSTORAGE-MIB::csloWriteOpS
CeKkyHay.

[MpoLEeHTHOE COOTHOLLEHME BPEMEHHU, 3aTPAYEHHOE Ha OXMaaHNEe
VSTORAGE-MIB::csloWait 06paboTku onepaun BBOAa-BbIBOAA. BkntoyaeT Bpems, 3aTpayeHHoe
Ha OXXMAaHue CUHXPOHU3aUMW.

VSTORAGE-MIB::csloReadS TekyLasn cKOpoCTb YTEHNS cepBepa hparMeHToB, B GaiTax B cekyHAy.
VSTORAGE-MIB::csloWriteS TekyLasn ckopoCTb 3anucu cepeepa parMeHToB, B 6aiiTax B CekyHay.

B Tabnuue Hmke nepeyncreHbl 06beKTbl, OTHOCSLLUMECS K CEPBEPY METadaHHbIX, KOTOPbLIE Bbl
MOXXeTe NpocMaTpuBaTh:

O6beKT OnucaHve
VSTORAGE-MIB::mdsld MpoeHTudumkaTop cepBepa MeTagaHHbIX.
VSTORAGE-MIB::mdsStatus TekyLwun ctaTyc cepBepa MeTagaHHbIX.

VSTORAGE-MIB::mdsMemUsage  O0bem namsiti, UCMOSb3yeMbli CEPBEPOM METagaHHbIX.

MpoueHTHOE COOTHOLLIEHME NPOMYCKHOM cnocobHocTu LM,

VSTORAGE-MIB::mdsCpuUsage 9
ncnonb3yemoun cepsepomMm MetagaHHbIX.

VSTORAGE-MIB::mdsUpTime Bpems, npowegwee ¢ nocnegHero 3anycka cepsepa MeTafaHHbIX.

B Tabnuue Hmxe nepeyvncneHbl SNMP-n0BYLLKM, Bbi3blBaeMble yKazaHHbIMA
npeaynpexgeHnsamn:

JloByuika Mpenynpexaexne
licenseExpired CpoK 0eNCcTBUSA NINLEH3UN UCTEK.
tooFewClusterFreelLogicalSpace OcTtanocb CrnvwKkomM Marno cBoOOAHOro MPOCTPaHCTBa.

tooFewClusterFreePhysicalSpace OcTanock Cr1LIKOM Marno p13n4eckoro NpocTpaHCcTBa.

tooFewNodes OcTanocb CrnyLIKOM Maro CepBepoB.
tooFewMdses OcTanoch Cr1LIKOM Marno cepBepoB MeTafaHHbIX.
generalAlert Opyroe.
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FMABA 4

MoHuTopuHr cepeepos K P-XpaHunuuie

Cepsepbl, gobasneHHble B nHdpacTtpyktypy MK P-XpaHunuuie, otoGpaxatoTcsa Ha aKkpaHe
CepBepbl, CrpynnMpoBaHHble Mo cBonm ctatycam. Ecnm B MK P-XpaHunuue HeT knacTepos,
OyneT nokasaH Tonbko cnucok cepsepos co ctatycom BE3 HASHAYEHUA. Ecnu knacTepsbl
€CTb, MOXHO BblbpaTb OAUH N3 HUX U3 HUCNadatoLero cnucka cnesa. Cepeepbl knactepa 6yayTt
oTobpaxeHbl Ha 3KpaHe BMECTE C CepBepamMm, He BKIOYEHHbIMY B KnacTep.

CTaTycbl cepBepoB

Y cepBepa MoOXeT ObITb OOVH M3 cnefyrwmnx ctaTtycosB:

= WCIMPABEH. Bce cnyx6bl xpaHunuua 3anyLieHbl Ha cepBepe.

< HET NOAKNKOYEHUA. CepBep HegoCTyNeH B NaHENM ynpaBnieHnsi, XOTa OH MOXET ObITb
BKIFOYEH 1 ero cny6bl MOryT ObiTb 3anyLleHbI.

e OLWUMBKA. OTKa3 0aHOM U HECKOMNbKNX CYX0 XpaHunuLia Ha cepBepe.
< BE3 HASBHAYEHWUA. Cepeep He BKIOYEH B KrnacTep.

MOHUTOPUHI NPOM3BOANTENBHOCTU CepBepa

UTto6bl NOCMOTPETHL NPOU3BOANTENBHOCTL CEPBEPA B KrnacTepe, OTKpounTe akpaH CepBepbl 1
LLenkHUTe No cepeepy. Ha akpaHe o630pa cepeepa OyaeT otobpaxkeHa cTaTUCTUKa
NPOM3BOAUTENBHOCTM, ONUCAHHAA HUXKE.

OO6wasa cTatucTvka BKIHOYAET CreayoLLyo MHPopMauuio:
« yucno UM n pasmep O3Y,
e ucnonb3oBaHue LM, B npoLeHTax no BpeMeHw!,

e ucnonb3oBaHme O3Y, B NpoLEeHTax No BPEMEHU.

4 6.41% ~ 40%

2 I.,'I . " f d
368 GB I = 6 5 fed : 40

20
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MoHuTopuHr cepepos MK P-XpaHunuiue

B pasgene OUCKMU oToGpaxaeTcs:
= yucno HDD- n SSD-gMCKOB U X CTaTyChbl,

© BBOO-BbIBOA CcepBEpPa No BpeEMEHN HaA AnarpammMmax YteHue 1 3anucob.

OVCKW > TeHME 3anuct
0 KB/s 0.09 MB/s

2 hdd i

24

2:00 5:00 10:00 2:00 §:00 10:00

B pasgene CETb oTtobpaaeTcs:
* CMNUCOK CeTeBbIX MHTEPdENCOB U UX CTaTyChl,
= o06bem ncxogawero (Mepepaya) n Bxoasuwero (Mpuem) Tpadurka NO BpEMEHMW.

CETb »

21.13 KB/s 37.52 KB/s

2:00 6:00 10:00 2:00 6:00 10:00

B pasgenax Hwxe npeacTtasneHa nogpobHas MHopmaLuns Mo UCNONb30BaHMIO OUCKOB U
namMsaTu.

MOoHUTOPWHI ONCKOB cepBepa

UTto6bl NOCMOTPETHL NCNONBb30BaHUE N CTaTyCc AUCKOB Ha cepsepe, wenkHute AUCKWU Ha akpaHe
o0630pa cepepa. OTOGpa3nTCA CNNCOK BCEX AUCKOB, AOCTYMHbLIX HA CEPBEPE, U UX UKOHKM
CTaTyCOB.

WMkoHka cTtaTyca gucka nokasbiBaeT obwuin ctatyc S.M.A.R.T. u cnyx6bl, COOTBETCTBYIOLLEN
ponu aucka. OHa MoXxeT BbITb cnegyoLen:

= OK. HopmanbHas paboTa aucka un cnyxosbl.
e Owwunbka. OTkas cnyx0bbl unu cooblieHne o6 owmnbke S.M.A.R.T.

e OcBob6oxpaaetcsa. OcBoboxaeHne cnyxobl. o 3aBepLLeHnn npouecca cTaTyc gucka
nameHntca Ha OK.
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MoHuTopuHr cepepos MK P-XpaHunuiue

Ha naHHOM akpaHe Bbl MOXeTe:

e MOCMOTPETb NOAPOOHYH MHCPOPMALMIO M MPON3BOAUTENBHOCTL KaXaoro Aucka,
e yNpaBnsiTb PONsIMA LUCKOB,

* HacTpouUTb AUCK, YTOObI OH coobLyan 0 CBOeWn akTMBHOCTM CBETOANOAHBIM MHAMKATOPOM.
PabGoTaeTt Tonbko ansa koHtponnepos LS| n PERC.

[ns npocmoTpa Npou3BOAUTENBHOCTU ONPEAENEeHHOro AnckKa, BeibepuTe ero n WenkHuTe
MpousBoauTenbHoCcTb. B naHenn MponsBoauTenbHOCTL ANCKA 0TOGPasnTCca MHpopMauus
0 BBOJE-BblBOAE AMCKA.

[na npocmoTtpa nHopmauumn o gucke, Bkrtovas ero ctatyc S.M.A.R.T., wenkHmute detanu.

Ecnu Bbl XoTnTeE, YTOGHLI AMUCK coobLlan o CBOE akTMBHOCTU C MOMOLLIbIO CBETOAMOOHOMO
nHavkarTopa, Bblbepute ero u LwenkHuTe Bknountb muranue. [nsa Toro 4Tobbl AUCK NepecTan
MUraThb, LWEeNKHUTe BbIKNIOYNTL MUraHue.

MoHuTopuHr ctatyca S.M.A.R.T. y oucKkoB cepBepa

Cratyc S.M.A.R.T. y BCex ANCKOB KOHTPONMpPyeTCHA Npu NOMOLLM MHCTPYMEHTA,
ycTaHaBnueaemoro smecte ¢ K P-XpaHunuwe. MIHCTpyMeHT 3anyckaeTcs Kaxablie 10 MUHYT u
onpaLluvsaeT BCe AMCKU, MNOAKIMIOYEHHbIE K (DU3NYECKMM CepBepam, BKIOYas XypHanvpyoLimne
SSD-ANCKM 1 CUCTEMHbBIE OUCKU, N OTNPaBseT pe3ynbTaTbl HA cepBep ynpaBrieHus.

Mpumeyanue: [1ns paboTbl MIHCTPYMEHTa HEOBXOAMMO BKIOYUTL PyHKUMIO S.M.A.R.T. B BIOS
cepsepa.

Ecnn B cTaTyce cepBepa oTobpaxaeTcs npegynpexgatowee coobieHne S.M.A.R.T., 3HauuT,
OAMH U3 OUCKOB Ha JAaHHOM cepBepe HaxoauTCs B NPeAOoTKa3HOM COCTOSIHUM U ero Heobxoanmo
3aMeHnTb. Ecnu Bbl NpOAoOMmKMTE UCNOMNb30BaTh 3TOT AUCK, cneayeT UMeTb B BUAY, YTO OH
MOXeT OTKa3aTb UNK Bbi3BaTb Npo6nemMbl C NPON3BOAUTENBHOCTLIO.

MpenoTkasHoe COCTOAHME O3HaYaEeT, YTO MO KpanHen mepe ofHa 13 cneayoLwwmx nepeMeHHbIX
S.M.A.R.T. He paBHa Hynto:

< Reallocated Sector Count
e Reallocated Event Count
= Current Pending Sector Count

= Offline Uncorrectable

MOHWUTOPUHI ceTu cepBepa

Ytobbl nOCMOTPETHL NCNONb30BaHME CeTn cepeepa, wenkHnte CETb Ha akpaHe o630pa
cepsepa.
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MoHuTopuHr cepepos NK P-XpaHunuiue

[ns oTobpaxeHns gnarpamm NpoM3BoOaMTENBHOCTM ONpeaerieHHOro ceTeBoro nHTepdgerica,
BblGepuTe ero u3 cnucka v wenkHute NMpousBoanTenbHOCTD.

I'IpV| npocMOTpe Npon3BoaANTENbHOCTU CETU creagyet UMeTb B BUAY, YTO eCliin AnarpamMmmbl
I10Tepu + OwnbkKu + I'Iepepacxo.q HE ABNAKTCA NyCTbIMW, 3HA4YUT, B CE€TU BO3HUKITN
I'IpO6J'IeMbI n Tpe6yeTcs=| BHUMaHUA adMUHUCTpPaTopa.

[ns otobpaxeHns nogpobHon nHopmauum o ceteBoM nHTepdence wenkHite detanu. B

naHenv NMoapo6Hee o ceTu GyaeT nokazaHO COCTOAHME, NPOMNYCKHasi CnocobHOCTL, MTU,
MAC-agpec 1 Bce IP-agpeca gaHHOro uHTepdemnca.

42



FMABA 5

[IpoCMOTp onoBeLLeHUN, XXypHana ayauTa
N oTNpaBka yBegOMMNEHUN NO
9NEKTPOHHON No4Te

B naHHoM rnaBe onucaHbl ONoBELLEHUS U XypHan ayauta, a TaKkke HaCTpOIZKa yBeﬂ,OMHeHMﬁ no
3]'IeKTpOHHOl7I no4yre.

[TpocMOTp onoBeLleHnmn

Ha Bknagke OMOBELLUEHUA oTtobpaxaeTcsa cnucok Bcex onoBeLeHnr, permctpupyemoix B MK
P-XpaHunuwe. OnoBeLleHne reHepmpyeTcsi U PerMcTpUpyeTcs Kaxkabl pas, Kak BbIMOMHAETCS
O[HO 13 CriegyroLLmMX YCNOBUIA U NPOUCXOAMT OAHO U3 CneayLwmnx cobbITUiA:

e KpuTuyeckas npoGrnema npomsoLuna ¢ Kinactepom, ero KOMNoHeHTaMu (CepBepoM
parmMeHTOB, CEpBEPOM MeTafaHHbIX), AUCKaMK, CepBepamm Unu crnyxéamu;

= Kknactepy TpebyeTcsa HacTpomnka nnm AoNONHUTENbHbIE PECYPCHI AS151 BOCCTAHOBIEHNS
paboTocnocobHOCTY;

e ceTu TpebyeTcst HacTporiKa, U BO3HMKIM ceTeBble NPOGNeMbl, KOTOPbIE MOTYT NOBMUSATL
Ha NPON3BOAUTENBHOCTb;

® CpoK OENCTBUSA NULEH3NN CKOPO nCTeHeT UImn yxe UCTek;

= cB0GOAHOE NPOCTPaAHCTBO CKOPO 3AKOHUYUTCS UMK YXKe 3aKOHYMIIOCh.

OnoBeLleHUA @
Q nowcxk
Tun CoobueHue Jata v Bpema Pecypc ié?g
Cepeep "172.16.25.203" HegocTyneH 17 ABr 2017, 23:46 Knacrep
B knactepe "cluster1" goctynHo MeHee 3 cepencoe MDS. MoTe... 17 ABr 2017, 23:47 Knacrep

[ns npocmoTpa nogpobHon nHdhopmaumm o6 onoeeLLeHMM BbibepuTe ero Ha BKagke
ONOBELUEHUA n wenkHuTe OeTanw.
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[MpocMoTp OMNOBELLEHUNI, XXypHana ayauTa 1 oTnpaBka yBe4OMIEHUIN MO 3NIEKTPOHHOWN noyTe

OnoBeLLEHNSI MOXXHO UTHOPUPOBATL (YAANsTb U3 CNCKA OMOBELLEHMUS) UM OTNOXWUTb Ha
HeCKosbko YacoB. OTNOXeHHbIE OMNOBELLEHNS MOSIBNSIOTCS CHOBA B CMUCKE MOCre HeKOTOPOoro
BPEMEHM.

YT06bI NPOMrHOPMpPOBAaTL UMK OTCPOYUTL ONoBeLLEeHNe, BbIbepuTe ero u LWenkHUTe no
COOTBETCTBYIOLLEN KHOTMKE.

[IpocMOTp XypHana ayguta

Ha Bknagke AYAUT oTtobpaxaeTcs Cnnucok BCex onepauuin ynpasneHusi, COBEpLUEHHbIX
nonb3oBaTensaMu, a Takke akTUBHOCTb NoNnb3oBaTernen.

AyavT ®
Q nowck € Nokasats nogpobHeie ceeaetng
Jlata v BpeMa ¥ Monb3oBaTenb AKTWEHOCTh KOMMOHEHT Jetanu z@g

17 ABr 2017, 15:21 root Co34aTb knacTep S3 S3 Co3jaTb knactep S3

17 Aer 2017, 15:16 root HactpouTs ceTb Cets HacTpowTe ceTeBol nHTepdeiic "br0”

17 ABr 2017, 15:08 root HacTpouTb CeTb CeTb HacTpowTb ceTesoil uHTepdeiic "br1”

17 ABr 2017, 15:08 root HacTpouTb ceThb CeTb HacTponTb ceTesoil uHTepdeiic "bro”

17 Aer 2017, 14:32 root Jo6aBuTe cepeep Knactep Jo6aBuTe cepeep B knactep "cluster1” ¢ HacTpo..
17 ABr 2017, 14:32 root HacTpouThb ceTh CeTb HacTpowTb ceTesoid MHTepdeiic "bro”

17 Aer 2017, 14:30 root Ha4aTb pe3epBHOE Ko. Knactep Ha4aTb pe3epBHOE KONMUPOBAHWE NaHenu ynpa..
17 ABr 2017, 14:29 root YAanWTb KoY SSH Knactep YAanuTk KNy SSH

17 ABr 2017, 14:29 root [06aBUTE HOBLIA KA. Knactep L06aBUTE HOBLIA KN4 SSH

17 Aer 2017, 14:24 root MpoBepuUTb AOCTYNHOC.. OBbHoBAeHWe MO MpoBepuTb A0CTYNHOCTE 06HOBREHWA MO

[na npocmoTtpa nogpobHoOM MHOPMaLUM O 3anncK B XXypHarne BblbepuTe ee U LWenkHUTe
MokasaTb NOApPOOHbIe CBeAEHMUS.

OTnpaBka yBe4OMMNEHNN MO 3NTEKTPOHHOWN NoYTe

MK P-XpaHunuwe MoXeT OTNpaBnsTb N0 3fIEKTPOHHON NOYTEe aBTOMaTUYeckue yBegoMIeHNs
00 owmbkax, NnpeaynpexaeHnsax 1 onoBeLLEeHUSNX.

ﬂ,J'IFI HaCTpOIZKVI yBe,D,OMﬂeHMVI no SJ'IGKTpOHHOIZ no4yTe HYXHO BbINOJIHUTb creayrumne nencreuns:

1 Ha sknagke HACTPOUKMU > PaclwmpeHHble HacTpoviku > YBEAOMITEHMUA NO 311,
MOYTE ykaxuTe cneayoLwyo MHOopMaumio:
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[MpocMmoTp onoBeLLeHN, XXypHana ayauTa 1 oTnpaBka yBeLOMITEHNA NO ANIEKTPOHHOWN NoYTe

1. B nongax Ot n Uma otnpaBuTens agpec 3NeKTPOHHOM NOYTbl U UMSI OTNpaBUTeENs
yBeOMIEHNS.

2. B none Komy ofiMH Unu HECKOMNbKO aApecoB 3MEKTPOHHOM MOYTbI Nony4aTens
yBEOMIEHMSs], N0 OAHOMY afipecy Ha OAHOW CTPOKE.

3. B nonsax YuyeTHasi 3anncb NOYTbI yYEeTHbIE JaHHbIE OTNpaBUTENS YBEeAOMMEHNS,
3apernctTpmpoBaHHble Ha cepBepe SMTP.

4. B none CepBep SMTP gomeHHoe nms cepsepa SMTP, BHeluHero (Hanpumep,
smtp.gmail.com) unun BHyTpPeHHero.

MpumeyvaHue: CepBep ynpasneHust 4OMMKEH MMETb JOCTYN K cepBepy SMTP.

Mpun HeobxogumocTun ykaxute MopT SMTP, KOTOpbIN UCNONb3yeT CepBep.

B none besonacHocTb npoTtokon 6e3onacHocTu cepsepa SMTP.
PaclwimpeHHbIe HacTPOKK

LDAP/AD LWHePOBAHUE SNMP YEEAOMMEHWA NO 3. MOYTE

oT Kony

user@gmail.com user@gmail.com

Mima oTnpaeswTens

R-Storagd] MPOBEPKA

YyeTHadA 3anuce NoYThl TuNkl yEEAOMNEHWA

v € Owubkn

v MpegynpexieHns

v @ VHbOPMAUMOHHBIE COOBLLEHINA

user

Cepeep SMTP
smtp.gmail.com
Mopt SMTP Be3onacHoCTb
587 S5L v

COXPAHWUTbL

2 OTmeTbTe ranovykamu TUMbl YBEAOMITEHUI, KOTOPbIE Bbl XOTUTE NOMy4YaThb.
3 LWenkHute COXPAHUTD.

[lns oTnpaBkn TECTOBOro COOBLLEHUS yKaXKUTE CBON afpec 3f1EKTPOHHOM NOYTHI,
3aperncTpmpoBaHHbIn Ha cepBepe SMTP, B nonsix OT n Komy un wenkHute MPOBEPKA.



[NMABA 6

QkenopT gaHHbIX knacTtepa [NK P-
XpaHunuie

MK P-XpaHunuiuie nossonsieT akCnopTMpoBaTb NPOCTPAHCTBO XPaHUMLLA Kak:

e bno4yHoe xpaHunuwe vepes iISCSI gnga supTyanusauumn, 6a3 gaHHbIX 1 OPYrux Lenen.

e OObBbeKTHOE XpaHUNULLE AN XpaHEHNA HEOrPaHUYEHHOTrO Yncna anoB Yepes NPOTOKOIT,
COBMeCTMMbI ¢ Amazon S3. Bbl MOXeTe XpaHUTb Takne gaHHble, Kak dhansbl
MynbTUMeaua, pe3epBHbIe Konuu, NpunoxeHus ans obnavyHoro xpaHeHus u dpansl Open-
Xchange. Bbl moxeTe co3gatb co6CTBEHHbIE CNYXObl 0OBEKTHOrO XpaHunuiia,
CoBMecCTMMble ¢ Amazon S3, B paMmKax CBOero obrayHoro npeasioxXeHnst unm ans
BHYTPEHHUX Lenen.

e XpaHunuuie gaHHbIX AN BUPTYyanbHbIX MallWH, KOHTENHEPOB 1 pe3epBHbIX kKonui K P-
Buptyanusauus.

OKCNopT AaHHbIX Yepe3 ISCSI

MK P-XpaHunuwe no3BonsdeT aKCnopTMpoBaTh ANCKOBOE MPOCTPAHCTBO KnacTepa B CTOPOHHUE
onepaumoHHble cucTembl B popme 6royHbIX yeTponcte LUN vepes iSCSI, kak 3710
ocyuwiectensgetca B SAN.

B MK P-XpaHunuie MoxHO co3gaTth U 3anycTtutb Ntoboe konnvecTso uenen iSCSI Ha kaxxgom
cepBepe knactepa. B cBoto ouepenp, kaxgas uenb iSCSI moxeT umeThb ntoboe Konn4yecTso
LUN (BupTyanbHbIX AnckoB). B nobon 3agaHHbIN MOMEHT kaxaas uernb iISCSI 3anyckaeTtcs Ha
OAHOM huamnyeckom cepaepe. Npu oTkase cepeepa uenu iISCSI, Haxogsawmneca Ha HEM,
nepemeLLarnTCcs 1 3anyckatoTcsa 3aHOBO Ha paboTatoLem cepeepe.

Ha pucyHke Hmxe nokasaHa TUnn4Has ceTb, HAaCTPOEHHas A5 3KCnopTa UCKOBOMO
npoctpaHcTtea MK P-XpaHunuue 4yepes iSCSI.
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OKcnopT gaHHbIX knactepa MK P-Xpanunuwe

Cepeep 1

192.168.10.11/24

ethd

eth] N

Ign.2014.06.com.vstorage targetl
192.168.10.101 (static)

< Cepeep 2

Ign,2014.06.com,vstorage target2
192.168.10.102 (static)

Cepeep 3

BHyTpeHHAA ceTb MK P-XpaHunuuie

A (S
' 10.0.0.2/16 - 192.168.10.12/24
B—B_ - — E—E
¢ . ethl — KOl y

WHuumatop iSCSI

Microsaft Windows Server
Microsoft Hyper-\!
CentO5

Vidware ESX

Citrix Xen5erver

CeTb I1SCSI, BHyTpeHHAA ceTb LLOL

192.168.10.13/24

10.0.0.3/16 e

ethl

— =2
_erhCl

lgn.2014.06.com.vstorage:target3
192.168.10.103 (cTaTvyeckuid)
192.168.20.103 (cTaTMyeckuid)

lgn.2014.06.com.vstorage:targetd
192.168.10.104 (cTaTMyeckmii)
192.168.20.104 (cTaTMyeCcKHid)

B naHHom npumepe B knactepe MK P-Xpanunuwe paboTtatot Tpu domamdeckux cepaepa MK P-
BupTtyanusaumsa. Ha aByx cepBepax HaxoguTcs no ogHoun uenu iSCSI, a Ha TpeTbem cepBepe —
ase uenun iSCSI. Kaxabin cepBep MMeEeT [iBa CETEBbLIX COeAMHEHUS: BHYTPEHHee Anst oOMeHa
OaHHbIMK BHYTPM KracTtepa v BHeLWHee Anst akcnopTa iSCSI. Kaxabin cepsep nmeet
cTaTU4eCcKnMin 1 guHammyeckuin IP-agpeca, HasHadeHHbIe U3 ceTu LeHTpa 06paboTkn JaHHbIX.
CeTb iSCSI pomkHa 6bITb NpaBUNbHO HAacTpoeHa Ans 3anycka uenen iISCSI. Kaxagas uenb
iISCSI nmeet yHukanbHbi IP-agpec 13 nogcetn iSCSI, otnnyarowmncs ot IP-agpeca xocTa.
Takum obpasom, criegyeT ydeauTbcs, 4To Angd uenen iSCSI cywectsyeT guanasoH

Heucnornb3yembix |P-agpecos.

CospaHue uenen ISCSI INK P-Xpanunuiue

MpumeyaHus:

1. Kaxxgon uenu iSCSI gormkeH 6bITb HasHa4YeH, No KpanHe Mepe, OAUH YHUKanbHbI IP-agpec u3s

ctatmdeckoro nyna cetu DC.

2. imsa kaxxgon uenm iSCSI gomkHo bbITh YHMKanbHbIM B knactepe K P-Xpanunuiie.

3. Llenu iSCSI MK P-XpaHunuie nogaepxmBatoT NOCTOSSHHOE pe3epBUpPOBaHMeE, YTOObI MHULMATOPDI
iISCSI mornn nony4nTs MOHOMOSLHLIN AocTyn K LUN yka3aHHbIX Lenen.

[ins co3gaHus 1 3anycka uenvM HeobXxoaMMO BbINOMHUTL Creaylolime AenNCcTBUS:
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OKcnopT gaHHbIX knactepa MK P-XpaHunuie

1 Ha skpaHe CEPBUCDI > iSCSI > Llenu wenkHnte AOBABUTb LEJb.

2 B nanenun [lo6aBuTb Lenb BBeaUTe MM Ang HOBOW Lenu B none Ams.

X [Nob6aBunTkb Lenb

Mz
target]
Cepeep

172.16.25.230 v

BNyt CHAP

P-agpec NopTana uenw

v 172.16.25.231

© /[obaBuTk @ ¥YAanuTb
| BKNHYNTE NIAMATEI

10PS: MponyckHan cnocobHoCTe (MB/s):

- 100 + - 100 +

rotoBo

3 W3 Hucnagarowero cnmcka Bolbepute cepBep, Ha KOTOpoM ByaeT HaxoanTbea uenb. [ns
oToOpaxeHus B CNUCKE cepBep OOIMKEH MMETb CETEBON MHTEPMENC C HAa3HAYEHHOW POnblo
iSCSI.

Mpumeyanue: NMpu HasHavyeHun ponu iISCSI ceTeBOMY UHTEpPdENCY CepBepa BbICOKas 4OCTYMHOCTb
aBTOMaTUYECKUN BKITHOYAETCS ANS BUPTYaribHbIX MaLUWH, KOHTEMHEPOB U Lienen iISCSI Ha gaHHOM
cepBepe. [1nsa nonyveHms nogpobHon nHdopMaLmm 0 BbICOKOW OOCTYMHOCTM CM. Pykosodcmeo
nons3oeamerns [NK P-Bupmyanu3sayusi.

4 [lpn HeoGXo0ANMMOCTM NOCTaBbTE ranoyky HanpoTns Bknounte CHAP u BbiGepute
nonb3oBatens iISCSI n3 Hucnagarowero cnucka (ansa nonyvyeHnss nogpobHon MHpopmauum
no nons3osaTtensm CHAP cm. YnpaBneHue nonb3oBatenamum iSCSI (ctp. 52)).

5 LUenkHute lo6aBUTb, 4TOOLI Yka3aTb OANH UM HECKOMbKo IP-agpecoB gng uenu.

6 [lpn HeOGXOANMOCTU BKIIKOUUTE U YKaxXUTE NumuTbl IOPS 1 nponyckHOM cnocoBHOCTH Ans
uenu. Ecnu ykazaHo o6a numuTa, TO NpUMEHSAETC NUMUT, KOTOPbIN Bbin AOCTUTHYT
nepsbIM. [Mpu 3agaHnm HyNeBOro 3Ha4YeHnst IMMUT OyAeT OTKIOYEH.
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OKcnopT gaHHbIX knactepa MK P-Xpanunuwe

7 LWenkHute TOTOBO, 4TOOLI CO3AaTh LIEND.

Llenb ISCSI 6ygeT aBTOMaTu4ecku 3anyLieHa nocrne co3gaHusa n AoCTynHa Ansg MHMuMaTopoB
no ykasaHHomy IP-agpecy.

CoseTbl MO ONTUMU3aLNK npon3BoanUTESIbHOCTU

e Llenun iSCSI gomkHbl O6biTb paBHOMEPHO pacnpeaeneHbl Ha PU3NYECKNX cepBepax
knactepa. Hanpumep, npomssogutenbHocTb 10 domnanvecknx cepepos ¢ 1 Lenbto iISCSI Ha
Kakgom cepsepe OyaeT Bbile NpoM3BOAUTENBHOCTU OOHOro onanyeckoro cepeepa ¢ 10
uensimm iSCSI.

e MeHbwee yncno LUN Ha 6onbluem konuvecTse uLenen iSCSI 6yayt pabotatb nydiie, yem
oonbliee vYncno LUN Ha meHbluem konundecTtse uenen iISCSI.

BbiBO crinicka, octaHoBKa 1 yaaneHue uenen iISCSI MK P-
XpaHunuie

Ha akpaHe uenen iSCSI MmoxHO nocmoTpeThb Bee uenu iISCSI n nx LUN B Buge cnucka u
ynpaBnsTb MU, a Takke 0TobpasnTb NogPOGHY MHOpMaLMIO NO onNpeaeneHHbIM Lensm
iISCSI, 3aperncTpmpoBaHHbLIM Ha CEPBEpE.

YUTto6bl ocTaHOBUTL Mnu yaanuTb uenb iSCSI, BbibepuTe ee Ha akpaHe uenen iSCSI n wenkHute
Cton vnn YaanuTb COOTBETCTBEHHO. [laHHOE AENCTBUE OTCOEANHUT uHnumatop iSCSI ot
uenu. OgHako paspbiB coeanHeHnsa NogobHbIM cnocobom MoXeT NPUBECTU K OLmMbkam BBOAA-
BbIBOZA Ha CTOPOHEe nHuumnatopa iSCSI.

Hactpowka uenen iSCSI K P-XpaHunuie

Ins HacTponkn uenn iISCSI Heo6xo4MMO BbINOMHUTL Crieayrowme 4encTBuUs:

1 Ha akpaHe CEPBUCHI > iSCSI > Llenun BbibepuTe HYXHYIO Lenb 1 wenkHute HactpouTb.

2 Ha 9KpaHe HaCTpOVITb uernb YKaxXute H606XOD,VIMbIe napameTpbl.
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OkcnopT gaHHbIX knactepa MK P-Xpanunuwe

X HacTtpouTb uenb

1QMN

ign.2014-06.com.vstorage:targetl

P-afapec nopTana uenm

| BKNHYWTE NMMATEI

10PS: MponycKHana cnocobHoCTb (MB/s):

- 100 + - 100 +

roOToOBO

3 LWenkHnte FTOTOBO.

BbiBog cnncka LUN

B MK P-XpaHunuwe kaxxgas uenb iSCSI moxeT nmetb nioboe konmyectso LUN (BUpTyanbHbIX
OnCcKOB unv TomoB). Bbl MoxxeTe nocmoTpeTb cnucok LUN wenun u niuymatopos iISCSI, koTopble

NOAKITHOYEHDbI B TeKyUJ,VIIZ MOMEHT.

YUTto6bl BbiBeCTM cnvcok LUN, oTkponTe akpaH CEPBUCDI > iSCSI > Llenu, BoiGepute Lenb n
LLerKHUTE No ccbinke B KorioHke LUN-bI.

[ns BbIBOAA crMcka MHMUMATOPOB, B AAHHbIN MOMEHT NOAKIOYEHHBIX K Lenam iISCSI,
nepenguTe Ha Bknagky MHMUMaTopbl HA TOM Xe 3KpaHe.

Jobaenenne LUN

Ytobbl pobasntb LUN K uenu iSCSI, Heo6xoamMmo BbINOMHUTL criedylowme 4encTBus:
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OKcnopT gaHHbIX knactepa MK P-Xpanunuwe

1
KonoHke LUN-blI.
Llenwn iSCSI
LUENK NONb30BATENX
Q, nowcxk
QN CocrosHue P-agpec
ign.2014.06.com.vstorage:target1 OCTaHoBNEHa 172.16.24.

[LOBABUTH LIENb

4~ HactpouTs

2 Y100bI f06GaBUTL HOBLIVM LUN B cnncok, wenkHnte AQOBABUTDb LUN.

X  [Ao6aBnTtb LUN

LUN

1 v

pasmep LUN

1 +

W3BLITOYHOCTD JaHHBIX:
® [136bITOYHOE KOAWPOEaHWE

Pennwukauma
KogupoBaHue 1+0  WKzge
KogupoBaHue 1+2 Mzge
KogupoBaHue 3+2
KogupoBaHue 5+2

KogupoBaHue 7+2

GB

@ Crapt
@ ¥aanute
LUMN-bl MHUUMATOpBI b
122 %b o
YpoBeHe 0 v
0BnacTb OTKasa:
Cepeep v
pack 0%
pAKn 200%
) o
o
o
o

KogupoBaHue 17+3 Mzgep

roToBo

Ha akpaHe CEPBUCDI > iSCSI > Llenu BbIGepuTe HY>XHYIO Lefb U LWESKHUTE NO CCbISIKE B

®

51



OKcnopT gaHHbIX knactepa MK P-XpaHunuie

3 Ha akpaHe [lo6aBuTb LUN BbIGepuTe HOMep LUN 13 H1ucnagarowero cnmcka.

4 B none pasmep LUN ykaxunte pasmep LUN B I'b; Bbibepute ypoBeHb 13 HUCMA4atoLEro
cnucka cnpaea. [1na nonyyeHus nogpobHon nHdopMaunmn no ypoBHAM CM. pasgen
NMoHnmaHue ypoBHen xpaHeHua B Pykosodcmee o ycmaHoske MK P-Bupmyanu3sayusi.

5 W3 Hucnagatowero cnucka O6nacTb oTkasa BbibepuTe NONUTUKY pasMeLLeHMs ANs PensK.
Ana nonyyeHuna nogpobHon nHgopmauun cMm. NMoHumaHne obnacrten OoTKasoB B
Pykosodcmee no ycmaHoske K P-Bupmyanu3sayusi.

6 Bbibepute pexum n3bblTOMHOCTM AaHHbIX. [Ana nonyyeHnsa nogpobHon nHdopmMawmmn cM.
NMoHnMaHue N36LITOYHOCTU AaHHbIX B Pykogodcmee o ycmaHoske 1K P-
Bupmyanu3sayusi.

7 LUWenkHunte FOTOBO.
HacTtpownka LUN

IOns Hactponkn LUN uenun iSCSI Heob6xoanMo BbINONHUTL cnegyowmne oencTeus:

1 Ha akpaHe CEPBUCDI > iSCSI > Llenn octaHoBUTE LiENb, K KOTOpOM oTHOcUTCA LUN.
2 LUlenkHuTe no ccblfike B KonoHke uenu LUN-bI.

3 Ha akpaHe Hactpoutb LUN ykaxuTte pasmep LUN B cOOTBETCTBYIOLLEM MONeE.

4 UlenkHute FOTOBO.

Ypnanenne LUN

Ons ynaneHns LUN Heo6xoaMMo BbINOMHUTL crieayowme AencTBUS:

1 Ha akpaHe CEPBUCDI > iSCSI > Llenun BbiGepuTe HYXXHYHO Liefb U LENKHUTE NO CChISIKE B
KosnioHke LUN-bI.

2 Bbibepute HyxHbIM LUN 13 cnucka u wenkHute YaanuTb.

YnpasneHue nosnb3osarenamm iISCSI

CospgaHue ydeTHbIx 3anucen CHAP ans uenen iISCSI P-XpaHunuwie

YT06bI co3aath y4eTHyto 3annuce CHAP, He06X04MMO BbINOMHUTL Crieayrolme AencTBus:

1 Ha akpaHe CEPBUCHI > NMonb3oBartenu iSCSI wenkinte JOBABUTb
MOJIb3OBATENA.

2 Yxaxute nms, naponb 1 Npy HEOBXOAMMOCTM OnucaHue Ansa ydetTHon 3anucu. Naponb
AOMMKEH codepXaTtb OT 12 40 16 CMMBOSOB AN BO3MOXHOCTN YCTAHOBKN COEAMHEHUA ANg
knneHToB Windows.
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OKcnopT gaHHbIX knactepa MK P-Xpanunuwe

X [ob6aBunTb Nonb3oBaTens

NorvH

user1l

MNapone
OnucaHue

BrnoyeHo

rOTOBO

3 LlWenkHnte FTOTOBO.

CospgaHHasn yyeTHad 3anmcb CHAP nossutcsa B cnucke Ha akpaHe MNMonb3oBatenu iSCSI.

CosgaHue uenen iISCSI P-XpaHunuiie, npMBs3aHHbIX K YY4ETHLIM 3anucsam
CHAP

UTto6bl co3gaTthb uenb iISCSI P-XpaHunuiie, npuBsidaHHyto K yyeTHon 3anucu CHAP, BbInonHuTe
cnegywouwine oencTeus:

Ha akpaHe CEPBUCbI > iSCSI > Llenu BbibepuTte uenb iISCSI 1 wenkHute HactpouTb.

2 Ha skpaHe HacTpouTb Luenb nocraebTe ranoyku Hanpotns Bknountb CHAP un BoiGepute
nonb3oBartenen 3 COOTBETCTBYIOLLMX HAUCNAAaoLWmnX cnuckos. B aTtom cnyyae uenb dyaet
YyAOCTOBEPATb NOAMMHHOCTL MHMUMaTopa.

53



OkcnopT gaHHbIX knactepa MK P-Xpanunuwe

X HacTtpouTb uenb

1QN

iqn.2014.06.com.vstorage:target1

Cepeep

172.16.24.172

v | BENHUNTE CHAP

userl

oy T T LT TeT

172.16.24.122

© /[obBasute @ YaAanuTs

roToBO

3 LlWenkHnte FTOTOBO.
3ameHeHne naponen ot ydeTHbIX 3anucen CHAP

YT1o6bl N3MEHNTbL Naposb OT y4yeTHou 3anncu CHAP, Heob6xoauMMo BbINONMHUTL crieayoLmne
JencTBus:

1 Ha akpane CEPBUCDI > NMonb3oBatenu iSCSI BbIbepuTe Nnonb3oBaTens u WenkHuTe
Hactpoutsb.

2 B cekumn Maponb Ha akpaHe HacTpouTb nonb3oBaTens LLEeNKHUTE NU3MEHUTD.
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X HacTpowuTb nonb3oBartens

JorwH

user]
Maponk

M3MEHWT

OnucaHwe

BKnwo4eHo

roToBO

3 BseauTe HOBbINM Naponb B cooTBeTCTBYOWEM norne u wenkimte FOTOBO. MNaponb gomkeH
cogepxaTb 0T 12 4o 16 CMMBOSOB 4J151 BO3MOXHOCTM YCTAHOBKN COEAMHEHUI ANS KIMEHTOB
Windows.

HoBbIli Naporb akTMBMpYeTCa nocne nepesarpysku Lenu.

QKCNOpPT AAaHHbIX Yepe3 S3

MK P-XpaHunuwie no3BonsdeT aKcnopTMpoBaTh ANCKOBOE NPOCTPAHCTBO KnacTepa 4ns
KIMEHTOB B BMAE 0O6BbEKTHOIo XpaHunuiwa tmna S3.

MK P-Xpanunuiie peanudoBaH Hanogobne Amazon S3 API, KOTOpbIN SIBNAETCA OAHUM U3
caMblx pacrnpocTpaHeHHbIX APl Ans 06bEeKTHbIX XpaHunuL,. KoHevHble nonb3oBaTenu MoryT
paboTaTb ¢ K P-XpaHunuwe Tak e, kak n ¢ Amazon S3. Npu ncnonb3oBaHMm 0ObIYHbIX
NPUNOXEHUN Ans S3 MOXHO NPOAOIKNUTL PpaboTy C HAMM NOCIe NepeHoca AaHHbIX ¢ Amazon
S3 Ha MK P-Xpanunuie.

O6bekTHOE XpaHunuLLEe NpeacTaBnseT co00OM apXUTEKTYPY XpaHunumLLa, NO3BOSSOLLYIO
ynpaBnATb aHHbIMW B BUAE OO6BEKTOB (Kak B XpaHUNULLLAX TUMa «KMNOY-3HaYeHNe»), B OTrim4me
OT hannos B (hannoBbIX cUCTEMax UM 6rokoB B 6r104HbIX XpaHunuwax. Kpome gaHHbIx, y
Kakgoro o6bekTa eCTb MeTagaHHble, KOTOPbIE ero ONUCKLIBAOT, a TakKe YHUKanNbHbIN
noeHTUduKaTop, NO3BONSAOLLMIA HaXoAnTb 06beKT B XpaHunuwe. O6bekTHOE XpaHunuLle
ONTUMU3NPOBAHO ANS XPaHEHUS MUNNNapaoB OOBLEKTOB, B YACTHOCTY ANA XPaHUIMLLLA
NPUNOXEHUIN, pa3MeLLEHNS CTaTUYeCKoro Beb-koHTeHTa, cnyxX6 oHNnamH xpaHunuu, 60nbLIoro
obbema gaHHbIX U pe3epBHbIX Konui. Bce gaHHble cnocobbl NCNonb3oBaHMS BO3MOXHbI
BGnarogapsa COBOKYNHOCTM BbICOKOM MacluTabupyemMocTu, a Takke OCTYMHOCTU U
HENPOTUBOPEUYMBOCTU OaHHbIX.

[MaBHbIM OTNINYMEM OOBEKTHOIO XpaHunuuia ot gpyrux TunoB XpaHUnuil aendaeTca
HEBO3MOXXHOCTb M3MEHEHNS YacTen obbekTa, no3TOMYy, ecinun OOBEKT N3MEHSIETCS, BMECTO HEro
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cosfaeTcs gpyras Bepcus. [JaHHbI N0AX04 OYeHb BaXXeH ANns nogaepxaHust 4OCTYNHOCTU U
HENPOTUBOPEYMBOCTM AaHHbIX. I3MeHeHne o6bekTa LEeNMMKOM UCKIToYaeT BO3HUKHOBEHNE
KOHQNMKTOB. Takum ob6pa3om, 06beKT C nocneaHer BpeMEeHHOM OTMETKOM CHUTAETCH TEKYLLEN
Bepcuen. B pesynbrate, 00bekTbl BCerga HeNnpoTUBOPEUMBSI.

Opyron ocobeHHOCTbI0O OBGBEKTHOrO XpaHUNULLLA ABMSAETCS COrNacoBaHHOCTb B KOHEYHOM cyeTe.
CornacoBaHHOCTb B KOHEYHOM CHETE HE rapaHTUpyeT, YTO YTeHUe 3anncemn SOSPKHO
BO3BpaLLaTbCsl B HOBOE COCTOSIHME MOCIe 3aBepLueHns 3anucu. Yvutatenn moryT HabnoaaTtb
CTapoe COCTOsIHNE HeonpeaeneHHbIVi MPOMEXYTOK BpEMEHU, MoKa 3anvcb He ByaeT nepeHeceHa
BO BCE Pennuku (konuu). ATo BaxKHO Ans obecnevYeHns AOCTYNHOCTU AaHHbIX, TaK Kak
TeppuUTopManbHO yaarneHHble LeHTpbl 06paboTku AaHHbIX HE BCeraa MoryT BbIMOMHATb
CMHXPOHHOE OBHOBMNEHNE AaHHbIX (Hanpumep, 13-3a Henonagok ceTn) u caMoobHoBMNeHWe
MOXEeT NPOUCXOANTb MeAJIEHHO 13-3a TOro, YTO OXMAaHve NOATBEPXKOEHUS OT BCEX PEnuK
AaHHbIX, HAXOASALMXCSA Ha BOMbLUNX PACCTOAHUAX, MOXET 3aHATb COTHU MUIIIMCEKYHA. Takum
o6pa3om, cornacoBaHHOCTb B KOHEYHOM CYETE NMOMOraeT CKpbiBaTb 3a4epXKku obmMeHa gaHHbIMU
npu 3anucum 3a cHeT BO3MOXKHOIO YCTapeBLLEro COCTOSHNS OaHHbIX, KOTOpOe BUAAT YiTaTenw.
OpHako BO MHOTUX CLiEHapUSIX UCMONb30BaHWS 3TO JOMYyCKaeTCs.

OB630p UHDPaCTPYKTYPbl OOBLEKTHOIO XpaHUMLLA

MHppacTpykTypa 06 bEKTHOrO XpaHUnmLa COCTOUT U3 CreayrLmMX CyLLHOCTEN: cepBepbl
o6bekToB (OS), cepBepbl MeH (NS) 1 wnto3bl S3.

[aHHble cylwHoCTM 3anyckatoTes B Buae cnyx6 Ha cepsepax MK P-Xpanunuwe. [Ins BbiCOKoM

JOCTYMHOCTU Kaxaas cnyxba gomkHa ObiTb pasBepHyTa Ha HecKonbkux cepeepax MK P-
XpaHunuuie.

= 8

WHtepHet [lonb3oBaTens

LWntozbl 53

Cepeepuol
HMEeH

Cepeeptl
06beRTOR

YpoeeHb 06LeKTOB

Cepeepsil
XpaHWAMLLA

YpoBeHb

r 6nokos “ ’7
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Ha cepeepe 00BbEKTOB XPaHATCA aKkTyalibHble JaHHbIEe 00BLEKTOB, nony4vYeHHbIe OT LWIT3a S3
M ynakoBaHHble B cneunalbHble KOHTeVIHepr ONs1 OOCTUXKEHUST BbICOKOW
npon3BoOANTENIbHOCTW. KOHTeVIHepr ABNAKTCS M3OLITOUHBIMN, pexnm N36bITOYHOCTUN MOXKHO
YKa3aTb npu HaCTpOIZKe OOBEKTHOrO XpaHunnuiula.

Ha cepBepe nmeH xpaHutca nHgopmaums o6 obbektax (MetagaHHbIe), NOyyYeHHas oT
wnto3a S3. MeTagaHHble BKOYAOT MMSA 0O6beKTa, ero pasMmep, CrmncoK KOHTpons goctyna
(ACL), pacnonoxeHue, BnagenbLa n gap.

LWnto3 S3 aBnaeTcs NPOKCU-CepBEPOM MeXAy cepBepammn 06beKkToB 1 nonb3oBatensamu. OH
nonyyaet u obpabaTtbiBaeT 3anpockl NpoTokona Amazon S3 1 ucnonb3yeTt Beb-cepep
Nginx 4ns BHeWHWX coegmHeHni. LLn3 S3 BbINONHAET ayTeHTMdMKaLmMIo nonb3oBaTenemn
S3 n npoeepky ACL. Y Hero HeT CBOMX AaHHbIX (T.€. OH HE COXpaHSeT AaHHble O 3anpocax).

[TnaHupoBaHue S3-knacTtepa

Mepepn co3gaHnem knactepa S3 HeOGXOAMMO BbINOMHUTL cregylowmne AencTBIS:

1

OnpegenuTte, Ha Kaknx cepepax knactepa NK P-Xpanunuie 6yayT 3anyweHbl Cryxobl
Toyek goctyna xpaHunuwa S3. [Ina 3anycka aTux cnyx6 pekomeHayetcs, 4Tobbl BCe
cepsepsbl B knactepe NK P-XpaHnunuvwe 6binm AoCTynHbI.

HacTtponte ceTb Taknm o06pa3omM, YToObl BbIMNOMHANNCH CEAyHLMe YCIOBUS:

e O6MeH gaHHbIMW MeXay BCeEMM KOMMOHEHTaMM Knactepa S3 npomcxoguT no YacTHON
cetn S3. Bce cepBepbl knactepa S3 OomkHbl ObITb NOAKIMIOYEHbI K YAacTHON ceTn S3.
BHyTpeHHas ceTb MK P-XpaHunuwe mMoxeT 6bITb MCNOMb30BaHa 451 AaHHbIX Lienen.

= Bce cepBepbl, Ha KOTOPbIX 3anyLLUeHb! WN3bl S3, AOMKHBI MMETb AOCTYM K ceTn obLuero
Nnonb30BaHus.

= Cetb 06LLero nonb3oBaHnA Ans Wno3oB S3 gormkHa 6biTb cbanaHcupoBaHa nNpu
NMOMOLLIM BHELWHero pacnpeaenutens Harpy3km DNS.

[na nonyyeHunsa nogpobHon nHdopmMaummn no koHdurypaumm cetu cm. NMnaHmpoBaHue ceTu
B Pykosodcmee o ycmaHoske 1K P-Bupmyanu3ayus.

Bce kKomMnoHeHTbl knactepa S3 AomKHbI ObiTh 3anyLLEeHbl HA HECKOMbKMX cepBepax Ans
obecne4veHmns BbICOKOW AocTynHOCTU. CepBep UMEH n cepBep 06bEKTOB B knacTtepe S3
aBToOMaTMYecKu pacnpenensaTca U nepemMeLtaroTesa mexay cepsepamum S3. LWno3bl S3 He
nepemeLLarnTcss aBTOMaTMYECKN; UX BbiCOKas OCTYMHOCTb OCHOBaHa Ha 3anucax DNS.
Heobxoanmo nogaepxumeaTth 3anncu DNS Bpy4Hyto npu gobaBneHum unu yganeHmm
wno3oB S3.

Mprmep 06BLEKTHOIO XpaHUnULLIA

Ha pucyHke Hwke npMBoaANTCA NpUMep OOBEKTHOrO XpaHMnmLa, KOTOpoe YCTaHOBIEHO NOBEPX
knactepa NK P-XpaHunuiuie, cocTosLwero u3 NATn cepBepoB C pasHbIMU 3anyLLEeHHbIMU
cnyx6amu.
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CospgaHne S3-knacrepa

MpumeyaHue: NMpu BkNIOYEHMM cepBepa B Knactep S3 BbICOKas 4OCTYNHOCTbL aBTOMaTUYeCKu
BKNtOYaeTcsa AN BUPTyarbHbIX MalLWH, KOHTEMHEPOB U pecypcoB S3 Ha AaHHOM cepBepe. [ns
nony4yeHnsi nogpobHon MHopMaLMm O BbICOKOM AOCTYMHOCTU CM. Pykogodcmeo ronb3oeamers [NK
P-Bupmyanu3sayusi.

YTo0bl ycTaHOBUTL CNyObl 06BEKTHOIO XpaHWUNMLLLA Ha cepBep Knactepa, Heobxoaumo
BbINOMHUTL CrieaytoLime AeNCTBUS:

1

Ybeautech, YTO Ha KaXKAOM cepBepe C 3anylweHHbIMU CJ'Iy)K68MI/I 0OBEKTHOrO XpaHunua

HacTpoeHa YyacTHas ceTb S3.

Ha akpaHe CEPBUCDI > S3 > CEPBEPbI oTmeTbTe ranoykamm cepBepbl, Ha KOTOPbIX
OyayT 3anyLeHbl cnyxobl 06bEKTHOro XpaHunuLa.

CepBepbl S3

CEPBEPGI

P
(1 Mowck

AOCTYNHbIE CEPBEPLI 3

L

LWenkHnte Co3patb knacrtep S3.

@
I'I- Co3AaTh knactep 53

e e
T e
JIOOUM Llalyl~

CKPbITb JOCTYTHbIE CEPBEPbI A

7 ocalhost \/

Y6epnurech, 4TO U3 HACMAZ4AOLWEro cnmucka BolbpaH ceTeBon MHTePdENC C porbio
O61bekTHOe xpaHunuwe BHYTp. CooTBeTCcTBYHOLWME MHTEpPdEeNnChl ¢ ponamu S3 byayT

Bbl6paHbI aBTOMaTUYECKWN.

MpumeyaHue: MNMpyn HEOGXOANMOCTU LLIENKHUTE MO MKOHKE C LLUECTEPHEN n HacTponTe ponu S3 Ha

aKkpaHe HacTtpoika ceTm.
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X Co3paThb Knactep S3

== 172.16.25.230 o
OBBbEeKTHOE XpaHUKLLE BHYTP. S3

ens33-172.16.25.230 LV ens33-172.16.25.230
== 172.16.25.241 e
OBBbEeKTHOE XpaHUAKLLE BHYTP. S3

ens33-172.16.25.241 v ens33-172.16.25.241
== localhost o
OBBEKTHOE XpaHUMLLE BHYTR. 53

ens33-172.16.25.43 LV ens33-172.16.2543

[ NPOAOTXWTb

WenkHute MPOO